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SECTION B SUPPLIES OR SERVICES AND PRICES

" CLIN - SUPPLIES OR SERVICES

For Cost Type Items:

Item PEC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

4001 J058 Transport and Computing 1.0 LC
Infrastructure Services to be
performed in accordance with
the PWS. Funding Source #1
{RDT&E)

4101 J058 Transport and Computing 1.0 LG
Infrastructure Services to be
performed in accordance with
the PWS-CPFF Funding Source #2.

{O&MN, N)

4102 J058 Transport and Computing 1.0 Lo
Infrastructure Services toc be
performed in accordance with
the PWS-CPFF Funding Source #3.

{OPN)

4103 JG58 Transport and Computing 1.0 LO
Infrastructure Services to be
performed in accordance with (b)(4)
the PWS-CPFF Funding Source #4.
{Fund Type - TBD)

410303 J058 ACRN:AC COST CODE:A30004305558
NWA/BS#:BS5-001719.0301010101
{OPN}

4104 Jo58 Transport and Computing 1.0 LO .
Infrastructure Services to be
performed in accordance with
the PWS-CPFF Funding Source #5.
(RDT &R}

4105 J058 Transport and Computing 1.¢ LO
Infrastructure Services to be
performed in accordance with
the PWS-CPFF Funding Source f#6.

{Fund Type - TBED)

4106 J058 Transport and Computing 1.0 LO

Infrastructure Services to ba
pexrformed in accordance with
the PWS-CPFF Funding Source #7.
(Fund Type - TBD)

410601 J058 ACRN:AA COST CODE:A00004305358
DOCH :NOO1918WX02850
NWA/BSH#:100001339631-0010
(O&MN, N)

410602 JOS8 ACRN:AB C0OST CODE:A10004305958
DOCH# :NOQ1918WX02850
NWA/BS#:100001339627-0010
{C&EMN, N)
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4116
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PEC

JOo58

Jgos58

JOos8

JO58

JO58

Jo58

Jos8

JOoS58

Suppliies/Services oty Unit

Transport and Computing 1.0 O
Infragtructure Services to be

performed in accordance with

the PWS-CPFF Funding Source #8.

(Fund Type - TBD)

Transpert and Computing 1.0 IO
Infrastructure Services to bhe

performed in accordance with

the PWS-CPFF Funding Source #9.

(Fund Type - TBD)

Transport and Computing 1.0 LO
Infrastructure Services to be
performed in accordance with

the PWS-CPFF Funding Scurce

#10. {Fund Type - TRD)

Transport and Computing 1.0 LO
Infrastructure Services to be
performed in accordance with

the PWS-CPFF Funding Source

#13. {(Fund Type - TRD)

CPTION YEAR 1 Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

‘Funding Source #1 THIS CLIN IS

TIED TO CLIN 4001 FROM THE
BASIC CONTRACT. (RDT&E)

Option

OPTION YEAR 1 Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

Funding Source #2 THIS CLIN IS

TIED TO CLIN 4101 FROM THE

BASIC CONTRACT. (O&MN,N)

Option

OPTION YEAR 1 Transport and 1.0 Lo
Computing infrastructure

Services to be performed in

accordance with the PWS.

Funding Source #3 THIS CLIN IS

TIED TO CLIN 4102 FROM THE

BASIC CONTRACT. (OPN)

Option

OPTICN YEAR 1 Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

Funding Source #4 THIS CLIN IS

TIED TO CLIN 4103 FROM THE

BASIC CONTRACT. (Fund Type -

TBD)

Option

Est. Cost

Fixed Fee

CPFF

(b)(4)
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P3C

Jas8

JO58

Jots8

Jos8

J058

JO58

Supplies/Services Qty Unit

QPTION YEAR 1 Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PHS.

Funding Source #5 THIS CLIN IS

TIED TO CLIN 4102 FROM THE

BASIC CONTRACT. {RDT&E)

Option

OPTION ¥YEAR 1 Transport and 1.4 LO
Computing Infrastructure

Sexrvices to be performed in

accordance with the PWS.

Funding Source #6 THIS CLIN IS

TIED TC CLIN 4105 FROM THE

BASIC CONTRACT. {(Fund Type -

TBD)

Cption

OPTICN YEAR 1 Transport and 1.¢ LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

Funding Scurce #7 THIS CLIN IS

TIED TO CLIN 4106 FROM THE

BASTIC CONTRACT. (Fund Type -

TBD)

Cption

OPTION YEAR I Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWs.

Funding Source #8 THIS CLIN IS

TIED TO CLIN 4107 FROM THE

BASIC CONTRACT. (Fund Type -

TED)

Option

OPTTION YBAR 1 Transport and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

Funding Source #9 THIS CLIN IS

TIED TO CLIN 4108 FRCOM THE

BASIC CONTRACT. (Fund Type -

TBD)

Option

OPTICHN YEAR 1 Transpert and 1.0 LO
Computing Infrastructure

Services to be performed in

accordance with the PWS.

Funding Source #10 THIS CLIN IS

TIED TO CLIN 4199 FROM THE

BASTC CONTRACT. (Fund Type -

TBD)

Opticn

Est.

Cost

Fixed Fee

CPFF

(b)(4)




CONTRACT NO. BELWERY ORDER NO. PAGE FiINAL

N$5236-14-D-4925 N6523618F3028 40f 91
Item PSC  Supplies/Services Qty Unit Eet. Cost Fixed Fee CPFF

5110  J058 OPTION YEAR 1 Transport and 1.0 1O (b)(4)
computing Infrastructure
Services to be performed in
accordance with the PWS.
Funding Source #11 THIS CLIN IS
TIED TO CLIN 4110 FROM THE
BASIC CONTRACT. (Fund Type -
TRD)

Cption

THIS IS A COST PLUS FIXED FEE, LEVEL OF EFFORT TYPE ORDER.

The number of hours estimated for this LOE tasking is| )@ |( @) | base year, and OY1).In
performing the requirements of this order, the contractor may use any combination of hours from the labor
categories approved at the basic contract level, so long as the estimated total cost and the funded amount to
date for the order is not exceeded and the total number of hours provided does not exceed the estimated
number of hours by more than 5%.
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SECTION C DESCRIPTIONS AND SPECIFTCATIONS

SECTION C - DESCRIPTION/SPECS/WORK STATEMENT

SPECIFICATIONS/STATEMENT OF WORK/PERFORMANCE WORK STATEMENT
Work under this performance-based task order will be performed in accordance with the following description/
specifications/ statement of work (SOW) which herein will be referred to as Performance Work Statement (PWS):

SHORT TITLE: TACMOBILE IPT COMMAND AND CONTROL (C2) SYSTEMS AND SOFTWARE
ENGINEERING & FOREIGN MILITARY SALES (FMS) SUPPORT

1.0 PURPOSE

The Space and Naval Warfare Systems Center Atlantic’s (SPAWARSYSCEN Atlantic) TacMobile Integrated
Product Team (IPT) provides PMW750 with the exccution of the TacMobile Program including Program of
Record, Marine Patrol and Reconnaissance Force (MPRY), Family of Systems, and Joint tasking including the
efforts required for development, production, and fielding of future system capabilities for previously fielded
systems. -

1.1 SCOPE

This PWS covers engineering, communications design, installation and training for ground suppert centers that
provide command and control, mission direction and coordination for MPRA P-8 support and Foreign Military
Sales (FMS) Customers. The ground support systems are based on the USN TacMobile Program of Record (PoR)
systems. They are designed to provide around-the-clock or mission direction and overall coordination of
concwrent, multi-platform (airborne and surface), multi-mission operations in support of the FMS tasking. They
provide the Operational Commander with all system functions necessary to meet their operational requirement.

(L.LT  Multiple Funding
This task order is funded with multiple appropriations as delineated on specified contract line item numbers
(CLINs). The applicable PWS task(s) associated with each funding CLIN is cutlined in Section B and Section G.

127 BACKEGROUND

TacMobile provides multi-level security information systems and associated C2 of related ISR platforms to enable
maritime commanders to plan, direct and control tactical operations of jeint and naval expeditionary forces. The
TacMobile system of systems provides the expeditionary C2 and ISR interface capability asscciated with Joint ISR
missions and includes IT infrastructure, IS capabilities for multiple security enclaves, video and telephony in fixed
and mobile configurations.
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The Contractor is responsible for supporting the Space and Naval Warfare Systems Center Atlantic TacMobile IPT
with development, training, management, building and fielding of future capabilities for the TacMobile Command

Center baseline and ISR platform sofiware and hardware interfaces. This includes Systems and Software
Engineering as defined by ISO/IEC 15288 and ISO/IEC 12207, Project Management including Financial
Management, and organizational process and value stream mapping and improvements in support of the systems
and software lifecycle. This will include expertise for improvements to the baseline’s infrastructure, C2
capabilities, and Joint ISR support in the areas of systems design, information system security, training, IPT
support system operations, IT design and prototyping and technology insertion and will include the required
planning and management support.

The contractor is also responsible for engineering, testing, installation, training, configuration management (CM),
and technical support for Foreign Military Sales (FMS).

2.0 PLACE(S) OF PERFORMANCE

The site requirements below identify contractor employee office location(s) and the focation of Government
provided facilities, if applicable. Travel locations (i.e., temporary duty sites) are not specified in this section. If
applicable, travel locations are specified under task order PWS Para 11.0.

Space and Naval Warfare Systems Center Atlantic, Charleston facility

Space and Naval Warfare Systems Center Atlantic, Patuxent River, MD facility
Contractor facilities, North Charleston, SC

TacMobile Site, Jacksonville, FL.

2.1 GOVERNMENT FACILITIES

Government facilities (i.c., office space or lab space) are provided to those labor categories that would otherwise
adversely affect the work performance if they were not available on Government site. Contractor personniel with
supplied Government facilities shall be located at Space and Naval Warfare Systems Center Atlantic in Charleston,
SC, Space and Naval Warfare Systems Center Aflantic, Patuxent River, MD and Jacksonville, FL.

22 CONTRACTOR FACILITIES

A significant portion of work issued under this task order requires close laison with the Government, The
contractor shall be prepared to establish a local facility within a thirty (30)-mile radius of Space and Naval
Warfare 'System Center Atlantic, Charleston, SC and Patuxent River, MD. Clese proximity allows for proper task
order administration duties. The contractor’s facility is not necessary for the exclusive use of this task order and
can be utilized on a shared basis, For task orders with Government Property, the contractor’s facility shall include
physical security to protect Government assets as identified in Paral0.0. The contractor shall meet all facility
location and size requirements within 30 days after task order award. Facility space shall include offices,
conference rooms, lab work, and a staging area for materials and equipment.

3.0 PERFORMANCE REQUIREMENTS

CLIN 4001/5001: PMW 750 RDTE SUPPORT

3.1 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure

full responsiveness to contractual requirements and provide program support to the TacMobile program. The
Contractor shall provide guidance on project management policy and procedures. (CDRL T008)
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3.1.1  The Project Manager shall serve as the principle point of contact to interface with the government and
shall establish off-site and on-site Program and Financial Management Analysts.

3.1.2  The Contractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL T002, T063, T006)

3.1.3  The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors.

3.1.4  The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources refated lo TacMobile end item produets in the development phase.

3.1.5 The contractor shall develop Bill of Materials (BOM) procurement spend plans for funding acceptance and
track estimated vs. actual spend plans, track anticipated catryover expenditures and respond to financial data calls.

CLIN 4001/5001: PMW 750 RDTE SUPPORT
3.2 SYSTEMS ENGINEERING

3.2.1  Future Planning Support
The contractor shall support the IPT through the process of developing various requirements and architecture
products required of an ACAT I POR. ‘

3.2.1.1 The contractor shall provide support to the IPT with those tasks required fo ensure integration with future
Joint and Family of systems C2 and ISR capabilities through analyses, engineering, documentation development
with defined acquisition templates, Course of Action {COA) development tasks; planning for interoperability with
other systems/platforms; speed to capability development efforts; and ensuring external system guidance/directives
are adhered to by the IPT.

3.2.1.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for TacMobile IPT.

3.2.1.3 The contractor shall support the government by performing requirements analysis in support of scope
definition and reconciling trouble reports and fest results against the requirements baseline.

3.2.1.4 The contractor shall support the development of Business Case Analyses to help the IPT determine the
cost, benefit and performance impacts of Change Requests for future software and system modifications in the
TacMobile Reguirements Management process.

3.2.1.5 The contractor shali provide support for DoDAT v2.02, with the JCIDS {Joint Capabilities Integration &
Development System) process, and IBM Rational System Architect in generating products for suppotting the
TacMobile acquisition milestenes.

3.2.1.6 The contractor shall support the IPT’ leadership team in performing risk analysis for each of the
requirements and shafl keep up to date the risk exchange records for these risks,

3.2.2 Software Engineering

The contractor shall support the software engineering activities required to develop the changes to the TacMobile
C2 and ISR capabilities in support of Marine Patrol and Reconnaissance Force (MPRF), Family of Systems (FoS)
and Joint mission sets.

3.2.2.1 The contractor shall perform software research, design, development, unit test, requirements validation and
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engineering support required to enable the TacMobile IPT to provide C2 and ISR capabilities in support of future
changes to Joint and FoS capabilities.

3.2.2.2 The confractor shall support the initial design documents and AoAs for proposed actions resulting [rom
proposed changes to Joint Community C2 and FoS platforms.

3.2.2.3 The contractor shall provide support in system administration of a RHEL environment. The contracior
shall conduct diagnostic troubleshooting and maintenance of the servers, workstations and network devices.
3.2.2.4 The contractor shall provide sofiware development using Java and C++ on a RHEL OS environment,
Security-Enhanced Linux (SELinux), VMWare, SQL Server and Bash scripting, TCP/IP socket programming,
Active Directory/LDAP and encryption libraries.

3.2.2.5 The contractor shall provide software integration with Windows and RHEL OS environments. Ability to
produce 1A secure STIG compliant OS environments. Ability to conduct diagnostic troubleshooting and
maintenance of the software images for servers and workstations to ensure compatibility with hardware variants.
The contractor shall have expertise in patch development for release of IAVA updates or vendor specific
patches.

© 3.2.2.6 The contractor shall provide expertise to support the development of software documentation to such as
Interface Control Document (ICD), Interface Design Document (IDD), Software Version Documents (SVD),
Software Install Guides, Software Build Plans and applicable licensing information. Documents shall be in
accordance with Government approved format. {CDRL T013)

3.2.2.7 The contractor shall provide sub-system verification support at TacMobile related Systemls Integration Labs
for ISR platforms.

3.2.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, soflware baselines, and training for
TacMobile sub-systems.

3.2.3.1 The contractor shall support the integration of future developmental sub-system components required to
meet functional and information assurance requirements in a Joint system of systems environment.

3.2.3.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library configuration
management through the change management process for updated baselines.

3.2.3.3 The contractor shall support documentation development related to sub-system components to enable the
TacMobile TPT to successfully build, field, train, and support capabilities for end users. Types of documentation
expected to be supported include SOVT, PITCO, user manuals {(operator and administration), installation guides,
assembly drawings, Installation Requirement Drawings (IRDs) and Installation Design Plans (IDPs)., Documents
shall be in accordance with Government approved format.

324 System Information Assurance

The contracter shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
1A support will be required for the full TacMobile life cycle from ISSE support during development of
requirements through to TAV response during sustainment. The contractor shall provide support for IA to include
applicable research, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.2.4,1 The contractor shall provide security/[A requirements for new capabilities by identifying controls {o be put
in place for the identified systems and networks, The contractor will recommend, and adopt if necessary, processes
.for maintaining and enforcing security/1A for identified systems, networks and applications in support of security




CONTRACT NO, BELIVERY ORDER NO. PAGE FINAL
N65236-14-D-4925 N6523618F3028 90f91

engineering.

3.2.4.2 The contractor shall provide A support during the development phase of the TacMobile fifecycle through
sub-system vulnerability assessments in the form of technical and non-technical assessments, marnual reviews,
inspections, and interviews.

3.2.4.3 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts including
RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs and
IATOs. Cettification and Accreditation (C&A) will follow the Risk Management Framework (RMI) process.

3.2.4.4 The contractor shall manage IAV's during the development phase in accordance with the TacMobile IAVM
Plan including support to the FAM and FCB processes for notification of required changes at enclaves.

3.2.4.5 The contractor shall provide support for the verification of new capabilities as well as regression testing to
verify that the introduction of new components into the overall system has not caused unwanted changes.

3.2.4.6 The contractor shall provide support for the Information Assurance verification activities leading toa
signed TacMobile Test Report or Operational Assessment {OA) or Letter of Observation (LLOQO).

3.2.4.7 The contractor shall provide expertise to support the software engineering activities required to enable the
changes to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

3.2.4.8 The contractor shali provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.2.4.9 The contractor shall provide expertise to support the initial design documents and AoAs for proposed
actions resulting from proposed changes to Joint Community C2 and Fo$ plaiforms

3.2.4.10 The coniractor shall provide expertise in software integration with Windows, RHEL and VMWare
environments, The conlractor shall have the ability to produce secure STIG compliant OS environments both
physical and virtual environment. The contractor shall have the ability to conduct diagnostic troubleshooling and
maintenance of the sofiware images for servers and workstations to ensure compatibility with hardware variants,
The contractor shall provide in paich development for release of JAVA updaies or vendor specific patches.

3.24.11 The contractor shall provide expertise to support the development of software documentation to
such as Software Version Documents (SVD), Software Install Guides, Sofiware Build Plans and applicable
Hicensing information. Documents shall be in accordance with Govt approved format. (CDRL T013)

3.2.4.12 The contractor shall provide sub-system verification support at TacMobile refated Systems
Integration Labs for ISR platforras.

3.2.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (I[BM Rational} including
server hardware, virtualized server Operating Systems (O8), database maintenance and administration, and user
administration.

3.2.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite integration of
the following Rational sofiware; Rational Quality Manager (RQM), Rational Team Concert (RTC) Rational
RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational SA
DODAT Plug-in, Rational ClearQuest, and Ratfonal Publishing Engine (RPE); Rational software dependencies
include Microsoft {MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDF, Microsoft IS, Active
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Directory, Crystal Reports, IBM Websphere, Apache, MS Office, Remote Desktop Services, and Adobe Reader.

3.2.5.2 The contractor is responsible for administering and maintaining the hardware and software suite including
maintaining a user portal for password management, security updates, sofltware updates or upgrades, custom script
creation, custem report creation, run compiles, assist government personnel with schema modifications, database
mappings, dashboards, database backups, system backups, virtualization management, load balancing servers to
ensure high availability, wellness monitoring, maintain TA posture, follow industry best practices.

3.2.5.3 The contractor shalt complete data and user migration to the IBM Jazz Team Server (JTS) suite.

3.2.5.4 The contractor shall provide Web services for all web-enabled Rational products for up te 200 users; and
provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop support for
thick client access for up to 10 users.

3.2.5.5 The contractor shall maintain the existing Development and a Test Environment for use in evaluating
pre-production releases, The DTE does not need to be accessible outside of the contractor facitity,

3.2.5.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600 EST
Monday through Friday, excluding government holidays.

3.2.5.7 The contracter shall support the transition of the entire TacMobile Rational Environment/infrastructure to a
government designated facility.

3.2.6  Systems Engineering Process Improvements

The contractor shall provide the expertise to support the TacMobile TPT’s effort to improve systems engineering
and business processes. The goals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities: l

D Align the IPT Structure with best practices for a product oriented integrated product and process
development team.

2) Improve the management of the IPT’s human capital through a dedicated and focused skills inventory and
training program knowa as ‘TacMobile University.’

3 Improve the speed and responsiveness of the development value siream fo keep pace with the end users®
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk.

6) Initiate a value stream change process that will evolve the value siream rapidly and efficiently to meet the
future needs of the [PT.

3.2.6.1 The contractor shall provide expertise to review the IPT’ ‘as-is’ process documentation, compare it to
actual processes in use through evaluation of actuals and provide the IPT”s lcadership team with identified best
practices and recommendations for process changes including process sunset and improvements.

3.2.6.2 The contractor shall collect and assess ‘as-is’ performance metrics and shall make recommendations for the
creation of new performance measurements.

3,2.6.3 The contractor shall lead the effort of performing root cause analysis on key performance shortfalls and
shall create a Corrective Action Plan with a suggested approach for each e.g, Just Fix It, Queue for BPR, Tools,
Environment, People, etc.

3.2.6.4 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to include
development, production, fielding and sustainment phases.
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3.2.6.5 The contractor shall perform a pap analysis between ‘as-is’ and ideal state Concept of Operations.

3.2.6.6 The contractor shall develop a future state for the TacMobile 1PT Systems Engineering and Business
Operations Value Stream in accordance with the Space and Naval Warfare Systems Center Atlantic Joint
Framework.

CLIN 4101/5101: PMW 730 OMN SUPPORT

33 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of procedures 10 ensure
full responsiveness to contractual requirements and provide program suppott o the TacMobile program, The
Contractor shall provide guidance on project management policy and procedures. (CDRL T008)

3.3.1  The contractor shall assign a Project Manager that will serve as the principle poinl of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.3.2  The Contractor shall support weekly and/or monthly program and technical status, which shall include the
development of program stalus and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, contro] and reporting of program expendiiures, and releasability/foreign disclosure
management. (CDRL A003, T002, T003, TO0G)

3.3.3 The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors and TacMobile IPT.

3.3.4 The contractor shali plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products.

3.3.5 The contractor shal! support the development & delivery of labor, contract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls.

CLIN 4101/5101: PMW 750 OMN SUPPORT
34 SYSTEMS ENGINEERING
3.4.1 System Documentation and Training

3.4.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
course materials. The contractor shall revise training courses and prepare appropriate training catalogs, revise
instructor materials (course outling, background material, and training aids), student materials (course manuals,
workbooks, handouts, completion certificates, and course critique forms), and computer based/computer aided
training. The contractor shall train personnel by conduciing formal classroom courses, workshops and seminars.
(CDRL T017)

3.4.2  Site Operations and Site Support
3.4.2.1 The contractor shall provide site support expertise at TacMobile sites. The contractor shall provide
technical support and provide training for fielded systems. All site support visits shall be documented with the

reason for the visit, corrective actions, and personnel trained.

3.4.3  Technician Baseline Integration of Hardware, 08, and Software Solutions
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The contractor shall provide computer engineering, systems engineer/administrator, and technician expettise to
support the updating, fielding, and maintenance of hardware, OS, softwarc baselines, and training for fielded
TacMobile sub-systems.

3.4.3.1 The contractor shall support the integration of existing developmental sub-system components required to
mect functional and information assurance requirements in a Joint system of systems environment.

3.4.3.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library configuration
management through the change management process for updated baselines.

3.4.3.3 The contractor shall support decumentation changes related to sub-systetm components to enable the
TacMobile IPT to successfully build, field, train, and support capabilities for end users.

3.4.4 Systems Engineering Process Improvements

The centractor shall provide the expertise to support the TacMobile IPT’ effort to improve systems engineering
and business processes. The goals of this engoing cffort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

1) Align the IPT Structure with best practices for a product oriented integrated product and process
development team.

2) Improve the management of the IPT’°s human capital through a dedicated and focused skills inventory and
training program known as ‘TacMobile University.

k)] Improve the speed and responsiveness of the development value stream to keep pace with the end users®
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Improve the production operation deliver greater efficiency, dectease cost, increase speed to delivery and
reduce process related risk.

6) Initiate a value stream change process that will evolve the value stream rapidly and efficiently to meet the
future needs of the IPT. .

3.4.4.1 The contractor shall provide expertise to review the IPT’s *as-is’ process documentation, compave it to
actual processes in use through evaluation of actuals and provide the IPT’s leadership team with identified best
practices and recommendations for process changes including process sunset and improvements.

3.4.4.2 The contractor shall collect and assess ‘as-is’ performance metrics and shali make recommendations for the
creation of new performance measurements.

3.4.4.3 The contractor shail lead the effort of performing root cause analysis on key performance shortfalls and
shall create a Corrective Action Plan with a suggested approach for each e.g. Just Fix Tt, Queue for BPR, Tools,
Environment, People, etc.

3.4.4.4 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to include
development, production, fielding and sustainment phases.
3.4.4.5 The contracior shall perform a gap anatysis between ‘as-is’ and ideal state Concept of Operations.

3.4.4.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and Business
Operations Value Stream in accordance with the Space and Naval Warfare Systems Center Atlantic Joint
TFramework.

3.4.5 Systems Engineering Toolset Support (IBM Rational)
The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (08), database maintenance and administration, and user
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administration.

3.4.5.1 The contractor shall support the TachMobile IBM Rational server hardware and software suite integration of
the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC) Rational
RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational SA
DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational software dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft IIS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.4.5.2 The contractor is responsible for administering and maintaining the hardware and software suite including
maintaining a user portal for password management, sccutity updates, software updates or upgrades, custom script
creation, custom report creation, run compiles, assist government personnel with schema modifications, database
mappings, dashbeards, database backups, system backups, virtualization management, load balancing servers to
ensure high availability, wellness monitoring, maintain 1A posture, follow industry best practices,

3.4.5.3 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.
3.4.5.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200 users; and
provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop support for

thick client access for up to 10 users.

3.4.5.5 The contractor shall maintain the existing Development and a Test Environment for use in evaluating
pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.4.5.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600 EST
Monday through Friday, excluding government holidays.

3.4.5.7 The contractor shall support the transition of the entire TacMobile Rational Environment/infrastructure to a
government designated facility,

3.4.6 Pre-Installation Engineering Support

3.4.6.1 The Contractor shall support Technical Meetings with NAVAIR, aircrafi contractors and RAT personnel.
{CDRL T002, T003)

3.4.6.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Software development will allow for complete processing of preflight, inflight and post flight data. (CDRL
T004)

3.4.63 The Contractor shall provide updated Source Code and associated Source Code documentation for all
software. (CDRI T014)

3.4.64. The Contractor shall provide technical support during design meetings with NAVAIR, aircraft
contractors, and RAF to define hardware and software requirements. :

3.4.6.5. The Contractor shall provide technical support for testing.
3.4.6.6 The Contractor shall provide system administrator support.

3.4.6.7 The Contractor shall provide support in the development and execution of software test plan and procedures.
{CDRL T015)
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3.4.6.8 The Contractor shall develop test report. (CDRL T003)

3.4.6.9. The Congractor shall provide support in the development of System Administration Guide. (CDRL
T009)
3.4.6.10 The Contractor shall provide support in the development of System Requirements Specification

{SRS) and other Requirements decumentation by the Government.

3.4.6.11. The Contractor shall provide support in the development of Software Version Description {(SVD) and
other sofiware documentation by the Government.

3.4.6.12 The Contractor shall provide technical support at RAF Ground Support labs and sites for hardware
integration and testing.

34.6.13. The Contractor shall perform Pre-Installation Testing and Check-Out (PITCO) or equivalent for
system verification prior to delivery to customer. (CDRLT007)

346.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation.
(CDRLT007)

3.4.6.15. The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by
the Project Lead. (CDRL T016)

3.4.6.16. The Consractor shall develop, update and deliver software build/load plans during development and
upon system completion.

3.4.6.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the
RAF, MTOC and FAK to the Sub-1PT Lead/Project Team Lead.

34.6.18 The Contractor shall provide Engineering Change Proposal (ECP) Analysis and ECPs. (CDRL
TO1D)
3.4.6.19 The Centractor shall develop Engineering Prawings, (CDRL T016)

3.4.6.20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during
all component and developmental testing phases. (CDRL TO1T) ‘

3.4.7 Instaliation Engineering Support

3.4.7.1 The Contractor shatl support Technical Meetings. (CDRL T003)

3.4.7.2 The Contractor shall perform system operation verification at site prior to installation,

3.4.7.3 The Contractor shall support hardware/software integration, test, installation, overall system verification and

training for the RAF MTOC, FAK and SAT. (CDRL T005)

3.4.7.4 The coniractor shall perform travel associated with system support, integration, test instatlation and training
for MTOC, FAK and SAT. (CDRL T002) :

3.4.7.5 The Contractor shall provide technical system support during installation of the MTOC, FAK and SAT.
3.4.7.6 The Contractor shall report discrepancies into ISS as identified during installation. (CDRL T011)

3.4.7.7 The Contractor shall perform QCONUS Travel associated with system installation. (CDRL T002)
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3.4.8 Post Installation Engincering Support
The Contractor shall provide engineering support for resolution of SOVT discrepancies found during
installation. Refer to ISS section for procedures with responding to discrepancies.

3.4.8.1 The Contraclor shall provide Software Maintenance Capability for RAF through sofiware maintenance
technical support.

3.4.8.2 The contraclor shall provide software maintenance and updates for aircraft interface software to support
documented changes to the MPRA (P-8).

3.4.8.3 Access the ISS maintenance ticket and tracking site for responding to, and correcting engineering
discrepancies.

3.4.8.4 The contractor shall perform repair or replacement of broken items/software deficiencies.

3.4.8.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and sofiware
problems.

3.4.8.6 The contractor shall provide technical assistance via software patches to resolve software discrepancies.
3.4.8.7 The contractor shall provide training assistance via phone and/or email to resolve training shortfalls.

3.4.8.8 The contractor shall provide Corrective maintenance services as soon as pessible after request from the
Project Lead or the RAF has been received.

3.4.8.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing packages to
include the MTOC, FAK and SAT System Upgrades and deliver the updated bascline drawing package to Project
Lead after installations.

CLIN 4102/5102: PMW 750 OPN SUPPORT

3.5 PROGRAM MANAGEMENT SUPPORT

‘The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure
full responsiveness to contractual requirements and provide program support to the TacMobile program. The
Contractor shall provide puidance on project management policy and procedures. (CDRL T008)

3.5.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.5.2 The Coniractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasabiity/foreign disclosure
management. (CDRL AQ003, T002, T0O3, T006)

3.5.3 The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors and TacMobile TPT.

3.5.4 The contractor shall plan and coordinate budget and budget exccution and support the optimization of
financial resources related to TacMobile end item products.

3.5.5 The contractor shall support the development & delivery of labor, confract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls,
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CLIN 4102/5102: PMW 750 OPN SUPPORT
3.6 SYSTEMS ENGINEERING
3.6.1 System Decumentation and Training

3.6.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
course materials. The contractor shall revise training courses and prepare appropriate training catalogs, revise
instructor materials (course outline, background material, and training aids), student materials (course manuals,
workbooks, handouts, completion certificates, and course critique forms), and computer based/computer aided
training. The contractor shall train personnel by conducting formal classroom courses, workshops and seminars.
{CDRL TO17)

3.6.2 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shatl provide computer engineering, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, software baselines, and training for
TacMobile sub-systems,

3.6.2.1 The contractor shall support the integration of existing and future developmental sub-system components
required to meet functional and information assurance requirements in a Joint system of systems environment,

3.6.2.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library configuration
management through the change management process for updated baselines. Ability to perform physical and
functional configuration audits for system verification.

3.6.2.3 The contractor shall provide expertise with CMPro administration, software configuration and license
management,

3.6.2.4 The contractor shall support documentation changes related to sub-sysiem components to enable the
TacMobile IPT to successfully build, field, train, and support capabilities for end users,

3.6.3 System Information Assurance

The contractor shall provide expertise to support information assurance efforts reguired by the DoD 8570.01-M.
1A suppert will be required for the full TacMobile life cycle from ISSE suppoit during development of
requirements through to IAV response during sustainment. The contractor shali provide support for IA to include
applicable research, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.6.3.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls to be put
in place for the identified systems and networks. The contractor will recommend, and adopt if necessary, processes
for maintaining and enforcing security/IA for identified systems, networks and applications in support of security
engineecring.

3.6.3.2 The coniractor shall provide IA support during the development phase of the TacMobile lifecycle through
sub-system vulnerability assessments in the form of technical and non-technical assessments, manual reviews,
inspections, and interviews.

3.6.3.3 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts including
RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs and
JATOs. Certification and Accreditation (C&A) wiil follow the Risk Management Framework (RMF) process.

3.6.3.4 The contractor shall manage IAVs in accordance with the TacMobile IAVM Plan including support to the
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FAM and FCB processes for notification of required changes at enclaves.

3.6.3.5 The contractor shall provide support-for the verification of new capabilities as well as regression testing to
verify that the introduction of new components into the overall system has not caused unwanted changes,

3.6.3.6 The contractor shall provide support for the Information Assurance verification activities leading to a
signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOO),

3.6.4 Systems Ingineering Toolset Support (BM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (0O8), database maintenance and administration, and user
administration.

3.6.4.1 The contractor shall support the TacMebile IBM Rational server hardware and software suite integration of
the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC) Rational
RequisitePro, Rational DOORS Next Generation {(NextGen), Rational System Architect (SA), Rational SA
DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPEY); Rational software dependencies
include Microsoll (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft 118, Active Dircctory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Deskiop Services, and Adobe Reader.

3.6.4.2 The contractor is responsible for administering and maintaining the hardware and software suite including
maintaining a user portal for password management, security updates, software updates or upgrades, custom script
creation, custom report creation, run compiles, assist '
Government personne] with schema modifications, database mappings, dashboards, database backups, system
backups, virtualization management, load balancing servers to ensure high availability, wellness monitoring,
maintain [A posture, follow industry best practices.

3.6.4.3 The contracior shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.

3.6.4.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200 users; and
provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop support for
thick client access for up to 10 users,

3.6.4.5 The contracior shall maintain the existing Development and a Test Environment for use in evaluating
pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.6.4.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600 EST
Monday through Friday, excluding government holidays.

3.6.4.7 The contractor shall support the (ransition of the entire TacMobile Rational Environment/infrastructure to a
government designated facility.

3.6.5 Precurement Support

3.6.5.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead times; and provide status of ongoing procurements,

3.6.5.2 The coniractor shall coordinate technical configuration requirements and hardware vendor inputs with the
BOM.

3.6.5.3 The contractor shall coordinate material receipt with the centrat warchouse to capture and maintain records
of OEM serial numbers and N-ERP assigned serial numbers,
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3.6.5.4 The contractor shall communicate Government technical configuration requirements to hardware vendors.
3.6.5.5 The contractor shall communicate hardware vendor inputs to Materials Procurement Lead.

3.6.5.6 The contractor shall perform market research and support Government evaluation of hardware vendor
proposals based on cost, ability to meet critical delivery schedule, and equipment specifications,

3.6.6 Pre-Installation Engineering Support

3.6.6.1 The Coniractor shall support Technical Meetings with NAVAIR, aircraft contractors and RAF personnel,
(CDRL T002, TG03) '

3.6.6.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Soflware development will allow for complete processing of preflight, inflight and post flight data. (CDRL
T004)

3.6.6.3 The Contractor shall provide updated Source Code and associated Source Code documentation for all
software. (CDRL T014)

3.6.6.4 The Contractor shall provide technical support during design meetings with NAVAIR, aircraft contractors, and
RAF to define hardware and software requirements.

3.6.6.5 The Coniractor shall provide technical support for testing.

3.6.6.6 The Contractor shall provide system administrator support.

3.6.6.7 The Contractor shall provide support in the development and execution of software test plan and procedures.
(CDRL T015)

3.6.6.8 The Contractor shall develop test repost. (CDRL T005)

3.6.6.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL T009)

3.6.6.10 The Contractor shall provide suppott in the development of System Requirements Specification
{SRS) and other Requirements documentation by the Government.
3.6.6.11 The Contractor shalt provide support in the development of Sofiware Version Description (SVD) and

other software documentation by the Government,

3.6.6.12 The Contractor shall provide technical support at RAIF Ground Support labs and sites for hardware
integration and testing. :

3.6.6.13 The Contractor shall perform Pre-Installation Testing and Check-Out (PITCO) or equivalent for
system _ verification prior to delivery to customer. (CDRLT007)

3.6.6,14 The Contractor shall develop System Operational Verification Test (SOVT) documentation.
(CDRLT007)

3.6.6,15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by

the Project Lead. (CDRL T016)

3.6.6.16 The Contractor shall develop, update and deliver software build/load plans during development and
upon system completion,
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3.6.6.17 The Coniractor shall identify and deliver a list all consumables and critical spares to support the
RAF, MTOC and FAK to the Sub-1PT Lead/Project Tearn Lead.

© 3.6.6.18 The Contractor shall provide Engincering Change Proposal (ECP) Analysis and ECPs, {CDRL T010)

3.6.6.19 ° The Contractor shall develop Engineering Drawings. (CDRL T016)
3.6.6.20 The Contractor shall respond to discrepancics, and develop/deliver Program Trouble Reports during

all component and developmental testing phases. (CDRL T011)

3.6.7 Installation Engineering Support
3.6.7.1 The Contractor shall support Technical Meetings. (CDRL T003)
3.6.7.2 The Contractor shall perform system operation verification at site prior to instaliation,

3.6.7.3 The Contractor shail support hardware/software integration, test, installation, overall system verification and
training for the RAF MTOC, FAK and SAT, (CDRI, T005)

3.6.7.4 The coniractor shall perform travel associated with system support, integration, test installation and training
for MTOC, FAK and SAT. (CDRL T002)

3.6.7.5 The Contracior shall provide technical system suppaort Project Lead during installation of the MTOC, FAK
and SAT.

3.6.7.6 The Contractor shall report discrepancies into ISS as identified during installation. (CDRL T011)
3.6.7.7 The Contractor shall perform OCONUS Travel associated with system installation. (CDRL T802)

3.6.8 Post Installation Engineecring Support
The Contractor shall provide engincering support for resolution of SOVT discrepancies found during

instaliation. Refer 1o 1SS section for procedures with responding to discrepancies.

3.6.8.1 The Contractor shall provide Software Maintenance Capability for RAF through software maintenance
technical support.

3.6.8.2 The contractor shall provide software maintenance and updates for sircraft interface software to support
documented changes to the MPRA (P-8),

3.6.8.3 The contractor shall Access ISS maintenance ticket and tracking site for responding to, and
correcting engineering discrepancics.

3.6.8.4 The contractor shall perform repair or replacement of broken items/software deficiencies.

3.6.8.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and software
problems.

3.6.8.6 The contractor shall provide technical assistance via software patches to resolve software discrepancies.
3.6.8.7 The contractor shall provide training assistance via phone and/or email to resolve training shortfails.

3.6.8.8 The contractor shall provide Corrective maintenance services as soon as possible after request fiom the
Project Lead or the RAF has been received.
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3.6.8.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing packages
to include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package Project
Lead after installations,

CLIN 4103/5103: PMA 290 APN SUFPORT

3.7 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of

procedures to ensure full responsiveness to contractual requirements and provide program support to the
TacMobile program. The Contractor shall provide guidance on project management pelicy and procedures.
(CDRL TG08)

3.7.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts,

3.7.2 The Contractor shall suppert weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL A003, T002, T003, TO06)

3.7.3 The contractor shall support management and technical reviews of TacMobiie activities and respond to
programmatic data calls from sponsors and TacMobile IPT.

3.7.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products.

3.7.5 The coniractor shall support the development & delivery of labor, contract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and irack estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls.

CLIN 4103/5103: PMA 290 APN SUPPORT
3.8 SYSTEMS ENGINEERING

3.8.1 Software Engineering
The contractor shall provide expertise to support the software engineering activities required to enable the changes
to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets. .

3.8.1.1 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile TPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.8.1.2 The condractor shall provide expertise to support the initial design documents and AoAs for proposed
actions resulting from preposed changes to Joint Community C2 and FoS platforms

3.8.1.3 The contractor shall provide expertise in system administration of a RHEL environment. Ability to
conduct diagnostic troubleshooting and maintenance of the servers, workstations and network devices

3.82 ‘Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, sofiware baselines, and training for
TacMobile sub-systems.
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3.8.2.1 The contractor shall support the integration of existing and future developmental sub-system components
1'cqui1‘ec§ to meet functional and information assurance requirements in a Joint system of systems environment.

3.8.2.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library conﬁguratmn
management through the change management process for updated baselines.

3.8.2.3 The contractor shati support documentation changes related to sub-system components to enable the
TacMobile IPT to successtully build, field, train, and support capabilities for end users.

383 System Information Assurance

The contractor shall provide expertise 1o support information assurance efforts required by the DoD 8570.01-M.
IA support will be required for the full TacMobile life cycle from ISSE support during development of
requirements through to IAV response during sustainment. The contractor shall provide support for 1A to include
applicable research, system scans and the modification and

development of new accreditation packages for changes to TacMobile C2 and ISR support capabilities.

3.8.3.1 The confractor shall develop documents that will be a part of the TacMobile IPT C&A efforts including
RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs and
IATOs. Certification and Accreditation {(C&A) will follow the Risk Management [Framework (RMF) process.
3.8.3.2 The contractor shali manage [AV's in accordance with the TacMobile IAVM Plan including support to the
FAM and FCB processes for notification of required changes at enclaves.

3.8.3.3 The contractor shall provide support for the verification of new capabilities as well as regression testing to
verify that the introduction of new components into the overall system has not caused unwanted changes.

3.8.3.4 The contractor shall provide support for the Information Assurance verification activities leading toa
signed TacMobile Test Report or Operational Assessment {(QA) or Letter of Observation (LOO).

3.8.4 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed too!l suite (IBM Rational) including
server hardware, virtualized server Operating Systems (0S), database maintenance and administration, and user
administeation.

3.8.4.1 The coniractor shall support the TacMobile IBM Rational server hardware and software suite integration of
the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC) Rational
RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational SA
DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational sofiware dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESX1, VMware vCenter
appliance, VMware VDP, Microsoft 1S, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader,

3.8.4.2 The contractor is responsible for administering and maintaining the hardware and software suite including
maintaining a user portal for password management, security updates, sofiware updates or upgrades, custom script
creation, custom report creation, run compiles, assist government personnel with schema modifications, database
mappings, dashboards, database backups, system backups, virtualization management, foad balancing servers to
ensure high availability, wellness monitoring, maintain 1A posture, follow industry best practices.

3.8.43 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.

3.8.4.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200 users; and
provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Deskiop support for
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thick client access for up to 10 users.

3.8.4.5 The contractor shall maintain the existing Development and a Test Environment for use in evaluating
pre-production refeases. The D'TE does not need to be accessible outside of the contractor facility.

3.8.4.6 The contractor shafl provide help desk support, to include disaster recovery, from 6800 to 1600 EST
Monday through Friday, excluding government holidays.

3.8.4.7 The contractor shall support the transition of the entire TacMobile Rational Environment/infrastructure to a
government designated facility.

3.8.5 Pre-Installation Engineering Support

3.8.5.1 The Contractor shall support Technical Meetings with NAVAIR, aircraft contractors and RAF personnel.
(CDRL T002, T0O03)

3.8.5.2 The Contracior shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Software development will allow for compiete processing of preflight, inflight and post flight data. (CDRL
T004) :

3.8.53 The Contracior shall provide updated Source Code and associated Source Code documentation for all
software. (CDRL T014) -

3.8.5.4 The Contractor shall provide technical support Project Lead during design meetings with NAVAIR, aircraft
contractors, and RAF to define hardware and software requirements.

3.8.5.5 The Contractor shall provide technical support for testing.
3.8.5.6 The Contractor shall provide system administrator support.

3.8.5.7 The Contractor shalf provide support in the development and execution of software test plan and procedures.
(CDRL T015)

3.8.5.8 The Contractor shall develop test report. (CDRL T005)

3.8.5.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL T009)
3

3.8.5.10 The Contractor shali provide support in the development of Syslem Reqguirements Specification
(SRS} and other Requirements documentation by the Government,

3.8.5.11 The Contractor shall provide support in the development of Sofiware Version Description (SVD) and
other software documentation by the Government.

3.8.5.12 The Contractor shall provide technical support at RAF Ground Suppoit labs and sites for hardware
integration and testing.

3.8.5.13. The Contractor shall perform Pre-Installation Testing and Check-Out (PITCOY} or equivalent for system
verification prior to delivery to customer. (CDRLTG07)

3.8.5.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation.
(CDRLT007)
3.8.5.15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by

the Project Lead. (CDRL TO16)
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3.8.5.16. The Contractor shall develop, update and detiver software build/load plans during development and upon
system completion,

3.8.5.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the
RAF, MTOC and FAK to the Sub-IPT Lead/Project Team Lead.

3.8.5.18 The Contractor shall provide Engineering Change Proposal (ECP) Analysis and ECPs. (CDRL
TO10)

3.8.5.19 The Contractor shall develop Engineering Drawings. (CDRL T016)

3.8.5.20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during

all component and developmental testing phases, (CDRE T011)

3.8.6 Installation Engineering Support
3.8.6.1 The Contractor shall support Technical Meetings. (CDRL T003)

3.8.6.2 The Contractor shall perform system operation verification at site prior to installation,

3.8.6.3 The Coniractor shall support hardware/software integration, test, installation, overall system vetification and
training for the RAF MTOC, FAK and SAT. (CDRL T005)

3.8.6.4 The contractor shail perform travel associated with system support, integration, test installation and training
for MTOC, FAK and SAT. (CDRL T002)

3.8.6.5 The Contractor shall provide lechnical system support Project Lead during instaliation of the MTOC, FAK
and SAT.

3.8.6.6 The Contractor shall report discrepancies into ISS as identified during installation. (CDRL T011)
3.8.6.7 The Contractor shall perform QCONUS Travel associated with system installation. (CDRL T002)
3.8.7 Post Installation Engineering Support

The Contractor shall provide engineering support for resolution of SOVT discrepancies found during

installation. Refer to ISS section for procedures with responding to discrepancies.

3.8.7.1 The Contractor shall provide Software Maintenance Capability for RAF through sofiware maintenance
technical support.

3.8.7.2 The contractor shall provide software maintenance and updates for aircraft interface software to support
documented changes to the MPRA (P-8).

3.8.7.3 The contractor shall Access ISS maintenance ticket and tracking site for responding to, and correcting
engineering  discrepancies,

3.8.7.4 The contractor shatl perform repair or replacement of broken items/software deficiencies.

3.8.7.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and software
problems,

3.8.7.6 The contractor shall provide technical assistance via software patches to resolve software discrepancies.
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3.8.7.7 The contractor shall provide training assistance via phone and/or email to resolve training shortfalls.

3.8.7.8 The contractor shall provide Corrective maintenance services as soon as possible after request from the
Project Lead or the RAF has been received.

3.8.7.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing packages
t0 Include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package Project
Lead after instatlations.

CLIN 4104/5104: PMA 290 RDTE SUPPORT

3.9 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficlent management of the Task Order and implementation of procedures to ensure
fulf responsiveness to contractual requirements and provide program support to the TacMobile program. The
Contractor shall provide guidance on project management policy and procedures. (CDRL T008)

3.9.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shali establish off~site and on-site Program and Financial Management Analysts.

3.9.2 The Coniractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRE. AG03, T002, T003, T006)

3.9.3 The coniractor shall support management and technical reviews of TacMobile activitics and respond to
programmatic data calls from sponsors and TacMobile IPT.

3.94 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products.

3.9.5 The contractor shall support the development & delivery of labor, contract and Bill of Materials (BOM)
procutement spend plans for funding acceptance and track estimated vs, actual spend plans, track anticipated
carryover expenditures and respond to financial data calls.

CLIN 4104/5104: PMA 290 RDTE
3.10  SYSTEMS ENGINEERING

3.10.1 Future Planning Support
The contractor shail provide expertise to support to the IPT through the process of updating various requirements
and architecture products required of an ACAT III POR.

3.10.1.1 The contractor shall provide expertise to support the IPT with those tasks required to ensure
integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering, Course
of Action (COA) development tasks; planning for interoperability with other systems/platforms; speed to
capability development efforts; and ensuring external system guidance/directives are adhered to by the IPT.

3.10.1.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT.
3.10.13 The coniractor shall assist government Test Leads by performing requirements analysis in suppoit

of scope definition and reconciling trouble reports and test results against the requirements baseline.




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N65236-14-1D-4925 N6523618F3028 25 of 91

3.10.1.4 The contractor shall support the development of Business Case Analyses to help the IPT
determine the cost, benefit and performance impacts of Change Requests for future sofiware and sub-system
modifications in the TacMobile Reguirements Management process.

3.10.1.5 The contractor shall support the IPT’s leadership team in performing risk analysis for each of the
requirements and shall keep up to date the risk exchange records for these risks.

3.10.2 Software Engineering

The coniractor shall provide expertise to support the software engineering activities required to enable the changes
1o the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

3.10.2.1 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support reguired to enable the TacMobile TPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.10.2.2 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulling from proposed changes to Joint Community C2 and FoS platforms.

3.10.2.3 The contractor shail provide expertise in system administration of a RHEL environment., Ability
to conduct diagnostic troubleshooting and maintenance of the servers, workstations and network devices

3.10.2.4 The contractor shall provide senior expertise with sofiware development using Java and C++ona
RHEL OS environment. Experience with Security-Enhanced Linux (SELinux), VMWare, SQL Server and Bash
scripting. Extensive knowledge in TCP/IP socket programming, Active Directory/LDAP and encryption libraries.
The contractor shall have understanding of Information Assurance compliance, integration and testing,

3.10.2.5 The contractor shail provide expertise to support the development of software documentation to
such as Interface Control Document {{CD), Interface Design Document (IDD), Software Version Documents
(8VYD), Software Install Guides, Software Build Plans and applicable licensing information. Pocuments shall be
in accordance with Govl approved format. (CDRL T013)

3.10.2.6 The contractor shall provide expertise to provide development level sub-system verification testing
support at TacMobile related Systems Integration Labs for ISR platforms.

3.10.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engineerfadministrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, software baselines, and training for
TacMobile sub-~systems.

3.10.3.1 The contractor shall suppott the integration of existing and futare developmental sub-system
components required to meet functional and information assurance requirements in a Joint system of systems
environment,

3.103.2 The contractor shall support the TacMobile IPT efforis for HW, SW and Data Library
configuration management through the change management process for updated baselines,

3.10.3.3 The contractor shall support documentation changes related to sub-system components to enable
the TacMobile IPT to successfully build, field, train, and support capabilities for end users.

3.10.4 System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
1A support will be required for the full TacMobile fife cycle from ISSE support during development of
requirements through to JIAV response during sustainment. The contractor shall provide support for IA to include
applicable research, system scans and the modification and development of new accreditation packages for
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changes to TacMobile C2 and ISR support capabilities.

3.10.4.1 The contractor shatl provide security/IA requirements for new capabilities by identifying controls
to be put in place for the identified systems and networks. The contractor will recommend, and adopt if necessary,
processes for maintaining and enforcing security/[A for identified systems, networks and applications in support of
security engineering.

3.104.2 The contractor shall provide 1A support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews. ’

3.10.4.3 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts
including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and TATOs, Certification and Accreditation (C&A) will follow the Risk Management Framework (RMF) process.

3.104.4 The contractor shall manage IAVs in accordance with the TacMobile JAVM Plan including suppoit
to the FAM and FCB processes for notification of required changes at enclaves.

3.10.4.5 The contractor shall provide support for the verification of new capabilitics as well as regression
testing to verify that the introduction of new components into the overall system has not caused vnwanted
changes.

3.104.6 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOO).

3.10.4.7 The contractor shall provide expertise to support the software engineering activities required to
enable the changes to the TacMobile C2 and ISR capabilities in support of MPRFE, FOS and Joint mission sets.

3.104.8 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.10.4.9 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from proposed changes to Joint Community €2 and FoS platforms’

3.10.4.10 The contractor shall provide expertise in software integration with Windows, RHEL and VM Ware
environments, The contractor shall have the ability to produce secure STIG compliant OS environments both
physical and virtual environment. The contractor shall have the ability to conduct diagnostic troubleshooting and
maintenance of the software images for servers and workstations to ensure compatibility with hardware variants.
.The contractor shall have expertise in patch development for release of JAVA updates or vendor specific patches,

3.104.11 The contractor shall provide expertise to support the development of software documentation to
such as Software Version Documents (SVD), Software Install Guides, Software Build Plans and applicable
licensing information. Documents shall be in accordance with government approved format. (CDRL T013)
3.10.4.12  The contractor shall provide sub-system verification support at TacMobile related Systems Integration
Labs for ISR platforms.

3.10.5 Systems Engineering Toolset Support {(IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Qperating Systems (OS8), database maintenance and administration, and user
administration,

3.10.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
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integration of the following Ratienal software: Rational Qualily Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation {(Nex(Gen), Rational System Architect (SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational software dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware BSXi, ViMware vCenter
appliance, VMware VDP, Microsoft IIS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.1052 The contractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portal for password management, security updates, software updates or upgrades,
cuslom script creation, custom report creation, run compiles, assist government personnel with schema
modifications, database mappings, dashboards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain A posturc, follow industry best
practices.

3.10.5.3 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.

3.10.5.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200
users; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop
support for thick client access for up to 10 users. ’

3.10.5.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.10.5.6 The contractor shall provide help desk support, to include disester recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays.

3.10.5.7 The contractor shall support the transition of the entire TacMcobile Rational
Environment/infrasiructure to a government designated facility.

3.10.6 Systems Engineering Process Improvements

The contractor shall provide the expertise to support the TacMobile IPT? effort to improve systems engineering
and business processes. The goals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

1 Align the IPT Structure with best practices for a product oriented inteprated product and process
development team,

2) Improve the management of the IPT’s human capital through a dedicated and focused skiils inventory and
training program known as “FacMobile University.’

3 Improve the speed and responsiveness of the development value stream to keep pace with the end users’
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk. '

6) Iniliate a value stream change process that will evolve the value stream rapidly and efficiently to meet the
future needs of the IPT.

3.10.6.1 The contractor shall provide expertise to review the IPT’ ‘as-is” process documentation, compate
it to actual processes in use through evaluation of actuals and provide the IPT? leadership team with identified
best practices and recommendations for process changes inchuding process sunset and improvements.

3.10.0.2 The contractor shall cellect and assess ‘as-is’ performance metrics and shall make
recommendations for the creation of new performance measurements.




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N65236-14-D-4925 N6523618F3028 28 0f 91

3.10.6.3 The coniractor shall lead the effort of performing root cause analysis on key performance
shortfalls and shall create a Corrective Action Plan with a suggested approach for each e.g. Just Fix It, Queue for
BPR, Tools, Environment, People, etc. '

3.10.6.4 The contractor shail develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustainment phases.

3.10.6.5 The contractor shall perform a gap analysis between ‘as-is’ and ideal state Concept of Operations,

3.10.6.6 The contractor shall develop a future state for the TacMobile IPT Systems Enginecring and
Business Operations Value Siream in accordance with the Space and Naval Waifare Systems Center Atlantic Joint
Framework.

CLIN 4105/5105: AUSTRALIA SUPPORT

3.11 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure
full responsiveness to conractual requirements and provide program support 1o the TacMobile program. The
Contractor shall provide guidance on project management policy and procedures. (CDRL T008)

3.11.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.11.2 The Contractor shall support weekly and/or monthly program and techrical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL A003, T002, T003, TO06)

3.11.3 The contractor shall support managemeni and technical reviews of TacMobile activities and respond (o
programmatic data calls from sponsors and TacMobile IPT.

3.11.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products.

3.11.5 The contractor shall support the development & delivery of [abor, coniract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls, ‘

CLIN 4105/5105: AUSTRALIA SUPPORT
3.12  SYSTEMS ENGINEERING
3.12.1 System Training

3.12.1.1 The contractor shall provide expertise to support the development and updates to existing
documentation such as manuals, load, configure and production instructions, Fleet Introductory Training and
schoolhouse course materials, Develop and revise training courses and prepare appropriate training catalogs.
Develop instructor materials {(course outling, background material, and training aids), The contractor shall develop
all student materials (course manuals, workbooks, handouts, completion certificates, and course critique forms).
Develops computer based/computer aided training. Train personnel by conducting formal classroom courses,
workshops and seminars,

3.12.2 Future Planning Support
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The contractor shall provide expertise to support to the IPT through the process of updating and developing
various requirements and architecture products required of an ACAT III POR.

34220 The contractor shall provide expertise to support the IPT with those tasks required to cisure
integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineeting, Course
of Action (COA) development tasks; planning for interoperability with other systems/platforms; speed to
capability development efforts; and ensuring external system guidance/directives are adhered to by the IPT.

3.12.2.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT.

3.12.2.3 The contractor shall assist government Test Leads by performing requirements analysis in support
of scope definition and reconciling trouble reports and test results against the requirements baseline.

3.12.24 The contractor shall support the development of Business Case Analyses to help the IPT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Requiremenis Management process.

3.12.2.5 The contractor shall support the IPT leadership team in performing risk analysis for each of the
requirements and shall keep up to date the risk exchange records for these risks.

3.12.3 Software Engineering
The coniractor shall provide expertise to support the software engineering activities required to enable the changes
to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

3.12.3.1 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.123.2 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from proposed changes to Joint Community C2 and FoS platforms

31233 The contractor shall provide expertise to support the development of software documentation to
such as Software Version Documents (SVD), Sofiware Install Guides, Software Build Plans and applicable
licensing information. Documents shall be in accordance with Govt approved format. (CDRL T013)

3.12.34 The contractor shall provide expertise to provide development level sub-system test verification
support at TacMobile related Systems Integration Labs for ISR platforms.

3.12.4 Technician Baseline Integration of Hardware, OS, and Software Solutions :

The contractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, software baselines, and training for
TacMobile sub-systems.

3.12.4.1 The contractor shall support the integration of existing and future developmental sub-system
componenis required to meet functional and information assurance requirements in a Joint system of systems
environment.

3.12.4.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines,
3.12.4.3 The contractor shall support documentation changes related to sub-system components to enable

the TacMobile IPT to successfully build, field, train, and support capabilities for end users.
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3.12)5  System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
IA support will be required for the fult TacMobile life cycle from ISSE support during development of
requirements through to 1AV response during sustainment. The contractor shall provide support for [A to include
applicable research, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.12.5.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls
to be put in place for the identified systems and networks. The contractor will recommend, and adopt if necessary,
processes for maintaining and enforcing security/IA for identified systems, networks and applications in support of
security engineeting.

31252 The contractor shall provide TA support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews.

3.12.53 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts
* including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and IATOs. Certification and Accreditation {C&A) will follow the Risk Management Framework (RMF) process.

3.12.5.4 The contractor shall manage 1AVs in accordance with the TacMobile TAVM Plan including support
to the FAM and FCB processes for notification of required changes at enclaves.

3.12.5.5 The contractor shall provide support for the verification of new capabilities as well as regression
testing to verify that the introduction of new components into the overall system has not caused unwanted
changes.

3.12.56 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOQ).

3.12.6 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (OS), database maintenance and administration, and user
administration.

31261 The contractor shall support the TacMobile IBM Rational server hardware and sofiware suite
integration of the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational sofiware dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft IS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.12.6.2 The contractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portat for pagsword management, security updates, software updates or upgrades,
custom script creation, custom report creation, run compiles, assist government personnel with schema
modifications, database mappings, dashbeards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain IA posture, follow industry best
practices.

3.12.63 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.

31264 The contractor shall provide Web services for all web-enabied Rational products for up to 200
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users; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop
support for thick client access for up to 10 users,

3.12.6.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production refeases. The DTE does not need to be accessible outside of the contractor facility.

3.12.6.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays.

3.12.6.7 The contractor shall support the transition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility.

3.12.7 Procurement Support

3.12.7.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead fimes; and provide status of ongoing procurements,

3.02.72 The contractor shalt coordinate technical configuration requirements and hardware vendor inputs
with the BOM.
3.12.7.3 The contractor shall coordinate material receipt with the central warehouse to capture and

maintain records of OEM serial numbers and N-ERP assigned serial numbers.

3.12.74 The contractor shall communicate Government technical configuration requirements to hardware
vendors,

3.12.7.5 The contractor shall communicate hardware vendor inputs to Materials Procarement Lead,
3.12.7.6 The contractor shall perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meet critical delivery schedule, and equiptnent specifications,
3.12.8 Pre-lnstallation Engineering Support

3.12.8.1 The Contractor shall support Technical Me‘etings with NAVAIR, aircrait contractors and RAF personnel.
{CDRL T002, T003)

3.12.8.2 The Contractor shall provide software design, development, integralion and testing of the MTOC, FAK and
SAT. Software development will allow for complete processing of preflight, inflight and post flight data. (CDRL
T004) '

3.12.8.3° The Contractor shall provide updated Source Code and associated Source Code documentation for all
software. (CDRL T014)

3.12.84 The Contractor shall provide fechnical support Project Lead during design meetings with NAVAIR,
aircraft contractors, and RAF to define hardware and software requirements.

3.12.85 . The Contractor shall provide technical support for testing.
3.12.8.6 The Conltractor shall provide system administrator support.
3.12.87 The Contracior shall provide support in the development and execution of software test plan and

procedures. (CDRL TOLS)
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3.12.88 The Contractor shall develop test report. (CDRL T005)
3.12.89 The Contractor shall provide support in the development of System Administration Guide. {CDRL
TOO9)

3.12.8.10 The Contractor shall provide support in the development of System Requirements Specification (SRS) and
other Requirements documentation by the Government.

3.12.8.11, The Contractor shall provide support in the development of Software Version Description (SVD) and other
software documentation by the Government.

3.12.8.12 The Contractor shall provide technical support at RAF Ground Support labs and sites for hardware
integration and testing.

3.12.8.13. The Contractor shall perform Pre-Installation Testing and Check-Out (PITCO) or equivalent for system
verification prior to delivery to customer. {CDRLT007)

3.12.8.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation. (CDRLT007)

3.12.8.15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL TOl6)

3.12.8.16 The Contractor shall develop, update and deliver software build/load plans during development and upon
system completion.

3.12.8.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the RAF,
MTOC and FAK to the Sub-TPT Lead/Project Team Lead.

3.12.8.18 The Contractor shall provide Enginecring Change Proposal (ECP) Analysis and ECPs. (CDRL T010)
3.12.8.19 The Contractor shall develop Enginecring Drawings. (CDRL T016)

3.12.8.20 The Contractor shaH respond to discrepancies, and develop/deliver Program Trouble Reports during all
component and developmental testing phases. (CDRL T011}

3.12.9 Installation Engineering Support

3.12.9.1 The Contractor shall support Technical Meetings. (CDRL T003)
3.12.9.2 The Contractor shall perform system operation verification at site prior to installation,
3.12.9.3 The Contractor shall suppott hardware/software integration, test, installation, overall system

verification and training for the RAF MTOC, FAK and SAT. (CDRL T005)

3.12.94 The contractor shall perform travel associated with system support, integration, test installation and
training for MTOC, FAK and SAT. (CDRL T002)

3.129.5 ‘The Contractor shall provide technical system support Project Lead during installation of the MTOC,
FAK and SAT.

3.12.9.6 The Conlractor shall report discrepancies into ISS as identified during instaliation. (CDRL T011)

3.12.97 The Contractor shall perform OCONUS Travel associated with system instatlation. (CDRL T002)
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3.12.10 Post Installation Engineering Support
The Contractor shall provide engineering support for resolution of SOVT discrepancies found during
installation. Refer to 1SS section for procedures with responding to discrepancies.

3.12.10.4 The Contractor shafl provide Software Maintenance Capability for RAF through software
maintenance technical support.

312,102 The contractor shall provide software maintenance and updates for aircraft interface software to
support documented changes to the MPRA (P-8).

3.12.10.3 The contractor shall Access ISS maintenance ticket and tracking site for responding to, and
correcling engineering  discrepancies.

3.12.10.4 The contractor shall perform repair or replacement of broken items/sofiware deficiencies.

3.12.10.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and
software problems,

3.12.10.6 The contractor shall provide technical assistance via software patches to resofve soflware
discrepancies. '

3.12.10.7 The contractor shall provide training assistance via phone and/or email to resolve training shortfalls.
3.12.10.8 The confractor shall provide Corrective maintenance services as soon as possible after request from

the Project Lead or the RAF has been received.

3.12.10.9 The contracior shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package
Project Lead after installations.

CLIN 4106/5106: UNITED KINGDOM -ROYAL AIR FORCE (RAF) SUPPORT

3.13 PROGRAM MANAGEMENT SUPPORT : .

The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure
full responsiveness to contractual requirements and provide program support to the TacMobile program, The
Contractor shall provide guidance on FMS case and project management policy and procedures. (CDRL T008)

3.13.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysis.

3.13.2 The Contractor shall support weekly and/er monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL AQ03, T002, T¢03, T006)

3.13.3 The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors and TacMobile IPT.

3.13.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products,

3.13.5 The contractor shall support the development & delivery of Iabor, contract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs, actual spend plans, track anticipated
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carryover expenditures and respond to financial data calls.

3.13.6 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end itcm products in the development phase.

CLIN 4106: UNITED KINGDOM -ROYAL AIR FORCE (RAF) SUPPORT
3.14  SYSTEMS ENGINEERING
3.14.1 System Documentation and Training

3.14.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
course materials, The contractor shall revise training courses and prepare appropriate training catalogs, revise
instructor materials (course outline, background material, and training aids), student materials (course manuals,
workbooks, handouts, completion certificates, and course critique forms), and computer based/computer ajded
training, The contractor shall train personnel by conducting formal classroom courses, workshops and seminars.
(CDRL F017)

3.14.2 Site Operations and Site Support

3.14.2.1 The contractor shall provide site support expertise at TacMobile sites. The contractor shall
provide technical support and provide training for ficlded systems. All site support visits shall be documented
with the reason for the visit, corrective actions, and personnel trained.

3.14.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer enginecring, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, software baselines, and training for
TacMobile sub-systems.

3.14.3.1 The contractor shall support the integration of existing and future developmental sub-gystem
components required to meet functional and information assurance requirements in a Joint system of systems
environment.

3.14.3.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines.

3.14.3.3 The contractor shall support documentation changes related to sub-system components to enable
the TacMobile IPT to successfully build, field, train, and support capabilities for end users.

3.14.4 Systems Engineering Process Improvements

The contractor shall provide the expertise to suppott the TacMobile IPT’s effort to improve systems engineering
and business processes. The goals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

1) Align the IPT Structure with best practices for a product oriented integrated product and process
development team.

2) Improve the management of the IPT’ human capital through a dedicated and focused skills inventory and
training program known as “TacMobile University.’

3) Improve the speed and responsiveness of the development value stream to keep pace with the end users’
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4 Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
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and reduce process related risk.

5) Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk.

6) Initiate a value stream change process that will evolve the value stream rapidly and efficiently to meet the
future needs of the TPT.

3.14.4.1 The contractor shall provide expertise to review the IPT’ ‘as-is’ process documentation, compare
it to actual precesses in use through evaluation of actuals and provide the IPT’s leadership team with identified
best practices and recommendations for process changes including process sunset and improvements.,

3.144.2 The contractor shall collect and assess ‘as-is’ performance metrics and shall make
recommendations for the creation of new performance measurements.

3.1443 The contractor shall lead the effort of performing root cause analysis on key performance
shortfalls and shall create a Corrective Action Plan with a suggested approach for each e.g. Just Fix It, Queue for
BPR, Tools, Environment, People, etc,

3.14.4.4 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustainment phases.

3.14.4.5 The contractor shall perform a gap analysis between ‘as-is’ and ideal state Concept of Operations.

3.144.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and
Business Operations Value Stream in accordance with the Space and Naval Warfare System Center Atlantic Joint
Framework. ‘
3.14.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (08), database maintenance and administration, and user
administration. '

3.14.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
integration of the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational soliware dependencies
include Microsoft (MS) Windows Server 2012, M8 SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft IIS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader. .

3.14.5.2 The coniractor shall administer and maintain the hardware and software suite including
maintaining a user portal for password management, security updates, sofiware updates or upgrades, custom script
creation, custom report creation, run compiles, assist government personnel with schema modifications, database
mappings, dashboards, database backups, system backups, virtualization management, load balancing servers to
ensure high availability, wellness monitoring, maintain TA posture, follow industry best practices.

3.14.5.3 The contractor shail complete data and user migration to the IBM Jazz Team Server (JTS) suite.
3.14.5.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200
users; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop

support for thick client access for up to 10 users.

3.14.5.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility,
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3.14.5.6 The contractosr shall provide help desk suppoit, to include disaster recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays.

3.14.5.7 The contractor shall support the transition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility.

3.14.6 Future Planning Support
The contractor shall provide expertise to support to the IPT through the process of updating and developing
" various requirements and architecture products required of an ACAT IIE POR.

3.14.6.1 The contractor shall provide expertise 1o suppoit the IPT with those tasks required to ensure
Integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering, Course
of Action (COA) development tasks; planning for interoperability with other systems/platforms; speed fo
capability development efforts; and ensuring external system guidance/directives are adhered to by the IPT.

3.14.62 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT. '
3.14.6.3 The contractor shall assist government Test Leads by performing requirements analysis in support

of scope definition and reconciling trouble reports and test results against the requirements basefine.

3.14.6.4 The contractor shall support the development of Business Case Analyses 1o help the IPT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Requirements Management process,

3.14.6.5 The contractor shall support the IPT’s leadership team in performing risk analysis for each of the
requirements and shall keep up to date the risk exchange records for these risks.

3.14.7 Software Engineering
The contractor shall provide expertise to support the software engineering activities required to enable the changes
1o the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

31471 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

314712 The centractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from propased changes to Joint Community C2 and FoS platforms

3.147.1.3 The contractor shall provide expertise to support the development of software documentation to
such as Sofiware Version Documents (SVD}, Software Install Guides, Sofiware Build Plans and applicable
licensing information. Documents shali be in accordance with Govt approved format. (CDRL T013)

3.14.7.14 The contractor shali provide expertise to provide development level sub-system test verification
support at TacMobile related Systems Integration Labs for ISR platforms.

3.14.8 System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
TA support will be required for the full TacMobile life cycle from ISSE support during development of
reguirements through to IAV response during sustainment. The contractor shall provide support for IA to include
applicable research, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.
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3.14.8.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls
fo be put in place for the identified systems and networks. The contractor will recommend, and adopt if necessary,
processes for maintaining and enforcing security/IA for identified systems, networks and applications in support of
security engineering.

3.14.8.2 The contractor shall provide TA support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews,

3.14.8.3 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts
including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and 1ATOs. Certification and Accreditation (C&A) will follow the Risk Management Framework (RMF) process.

3.14.84 The contractor shall manage TAVs in accordance with the TacMobile IAVM Plan including support
to the FAM and FCB processes for notification of required changes at enclaves,

3.14.8.5 The contractor shall provide support for the verification of new capabilities as well as regression
testing to verify that the infroduction of new components into the overall system has not caused unwanted

changes,

3.14.8.6 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOO).

3.14.9 Procurement Support

3.14.9.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead times; and provide status of ongoing procurements.

3.14.9.2 The contractor shall coordinate technical configuration requirements and hardware vendor inputs
with the BOM,

3.14.9.3 Coordinate materiaf receipt with the central warehouse to capture and maintain records of OEM
serial numbers and N-ERP assignied serial numbers,

3.14.94 The contractor shail communicate Government technical configuration requirements to hardware
vendors.

31495 The contractor shall communicate hardware vendor inputs to Materials Procurement Lead.
3.14.9.6 The contractor shall perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meet critical delivery schedule, and equipment specifications,
3.14.10 Pre-Installation Engincering Support

3.14.10.1 The Contractor shall support Technical Meetings with NAVAIR, aircraft contractors and RAF personnel.
(CDRL T002, T003)

3.14.10.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Software development will allow for complete processing of preflight, inflight and post flight data. (CDRL
TO04)

3.14.10.3 The Contractor shal provide updated Source Code and associated Source Code documentation for all
software. (CDRL T04)




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N65236-14-D-4925 N6523618F3028 38 of 91

3.14.104 The Coniractor shall provide technical support Project Lead during design meetings with NAVAIR,
aircraft contractors, and RAF to define hardware and software requirements.

3.14.105 The Contractor shall provide technical support for testing.
3.14.10.6 The Contractor shall provide system administrator support.
3.14.10.7 The Contractor shalf provide support in the development and execution of sofiware test plan and

procedures. (CDRL T(15)
3.14.10.8 The Contractor shall develop test report. (CDRL T005)
3.14,10.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL T009)

3.14.10.10 The Contractor shall provide support in the development of System Requirements Specification (SRS) and
other Requirements documentation by the Government.

3.14.10.11 The Contractor shall provide support in the development of Software Version Description (SYD) and
other software documentation by the Government.

3.14.10.12 The Contractor shall provide technical support at RAF Ground Support labs and sites for hardware
integration and testing.

3.14.10.13 The Contractor shall perform Pre-Installation Testing and Check-Out (PITCO) or equivalent for system
verification prior to delivery to customer. (CDRLT007)

3.14.10.14 The Contractor shall develop System Operational Verification Test (SOVT) decumentation. (CDRLT007)

3.14.10.15The Contractor shall develop an Instailation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL T016) ' )

3.14.10.16 The Coniractor shall develop, update and deliver software build/load plans during development and upon
system completion.

3.14,10.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the RAF,
MTOC and FAK to the Sub-IPT Lead/Project Team Lead.

3.14.10.18 The Contractor shall provide Engineering Change Proposal (ECP) Analysis and ECPs. (CDRL T010)
3.14.10.19 The Contractor shall develop Engineering Drawings. (CDRL TOL6)

3.14.10,20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during all
component and developmental testing phases. (CDRL T011)

3.14.11 Installation Engineering Support
3.14.11.1 The Contractor shall support Technical Meetings. (CDRL T003)
3.14.11.2 The Contractor shall perform system eperation verification at site prior to installation.

3.14.11.3 The Contractor shall support hardware/software integration, test, installation, overall system verification and
training for the RAF MTOC, FAK and SAT. (CDRI. T005)




CONTRACT NO, DELIVERY ORDER NOG. PAGE FINAL
N65236-14-D-4925 N6523618F3028 390f91

3.1411.4 The contractor shall perform travel associated with system support, integration, test installation and
tralning for MTOC, FAK and SAT. (CDRL T002)

3.14.11.5 The Contracior shall provide technical system support Project Lead during installation of the
MTOC, FAK and SAT.

3.14.11.6 The Contractor shall report discrepancies into ISS as identified during instailation. (CDRL TO011)
3.14.11.7 The Contractor shall perform OCONUS Travel asseciated with system installation. (CDRL T002)
3.14.12 Post Installation Engineering Support

The Contractor shall provide engineering support for resolution of SOVT discrepancies found during
installation. Refer to ISS section for procedures with responding to discrepeancies.

314121 The Contractor shall provide Software Maintenance Capability for RAF through software
maintenance technical supporl.

3.14.12.2 The contractor shall provide sofiware maintenance and updates for aircraft interface software to
support documented changes to the MPRA (P-8),

3.14.12.3 The contractor shall Access [SS maintenance ticket and tracking site for responding to, and
correcting engineering discrepancies.

3.14.12.4 The contractor shall perform repair or replacement of broken items/software deficiencies.
3.14.12.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and
software problems.

3.14.12.6 The contractor shall provide technical assistance via sofiware patches to resolve software

discrepancies.
3.14.12.7 The contractor shall provide training assistance via phone and/or email to resolve training shortfalls.

3.14.12.8 The contractor shall provide Corrective maintenance services as soon as possible after request from
the Project Lead or the RAF has been received,

3.14.12.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to.include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package
Project Lead after installations.

CLIN 4107-/53107 NEW ZEALAND -ROYAL NEW ZEALAND AIR FORCE (RNZAF) SUPPORT

3.15 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure
full responsiveness to contraclual requirements and provide program support to the TacMobile program. The
Contractor shall provide guidance on FMS case and project management policy and procedures. (CDRL T0(8)

3.15.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to inferface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.15.2 The Contractor shall support weekly andfor monthly program and technical status, which shall include the
devclopm_ent of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
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management. (CDRIL A003, T0G2, TO03, TO06)

3.15.3 The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors and TacMobile IPT.

3.15.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products.

3.15.5 The contractor shall support the development & delivery of labor, contract and Bifl of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financiat data calls.

3.15.6 The contractor shail plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products in the development phase.

3.15.7 For prototypes, the contractor shall support the development & delivery of labor, contract and Bill of
Materials (BOM) procurement spend plans for funding acceptance and track estimated vs. actual spend plans,
track anticipated carryover expenditures and respond to financial data calls.

CLIN 4107/5107- NEW ZEALAND -ROYAL NEW ZEALAND AIR FORCE (RNZAF) SUPPORT
3.16 SYSTEMS ENGINEERING
3.16.1 System Documentation and Training

3.16.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
cousse materials. The contractor shall revise training courses and prepare appropriate training catalogs, revise
instructor materials (course outline, background material, and training aids), student materials (course manuals,
workbooks, handouts, completion certificates, and course critique forms), and computer based/computer aided
training. The contractor shall train personnel by conducting formal classroom courses, workshops and seminars.
{CDRL TO017)

3.16.2 Site Operations and Site Support

3.16.2.1 The contractor shall provide site support expertise at TacMobile sites. The contractor shall
provide technical support and provide training for fielded systems. All site support visits shall be documented
with the reason for the visit, corrective actions, and personnel trained.

3.16.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The centractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the updating, ficlding, and maintenance of hardware, OS, sofiware baselines, and training for fielded
TacMobile sub-systems.

3.16.3.1 The contractor shall support the integration of existing developmental sub-system components
required to meet functional and information assurance requirements in a Joini system of systems environment,

3.16.3.2 The conlractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines.

3.16.33 The contractor shalf support documentation changes related to sub-system components to enable
the TacMobile IPT to successfully build, field, train, and support capabilities for end users.
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3.16.4 Systems Ingineering Process Improvements

The contractor shall provide the expertise to support the TacMobile IPT’s effort to improve systems engineering
and business processes. The goals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

D Align the IPT Structure with best practices for a product oriented integrated product and process
development team.

2) Improve the management of the IPT’s human capital through a dedicated and focused skills inventory and
training program known as “TacMobile University.

3 Improve the speed and responsiveness of the development value siream to keep pace with the end users’
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk.

6} Initiate a value stream change process thal will evolve the value siream rapidly and efficiently to meet the
future needs of the IPT.

31641 The contractor shall provide expertise to review the IPT’s ‘as-is’ process doecumentation, compare

it to actual processes in use through evaluation of actuals and provide the IPT’s leadership team with identified
best practices and recommendations for process changes including process sunset and improvements,

3.16.4.2 The contractor shail collect and assess ‘as-is” performance metrics and shall make
recommendations for the creation of new performance measurements,
3.16.4.3 The contractor shall lead the effort of performing root cause analysis on key performance

shortfalls and shall create a Corrective Action Plan with a suggested approach for each e.g, Just Fix It, Quene for
BPR, Tools, Environment, People, stc.

3.16.4.4 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustainment phases,

3.16.4.5 The contractor shall perform a gap analysis between ‘as-is’ and ideal state Concept of Operations.

3.164.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and
Business Operations Value Stream in accordance with the Space and Naval Warfare System Centet Atlantic Joint
Framework.

3.16.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and adminisier the existing government directed tool suite (IBM Rational} including
server hardware, virtualized server Operating Systems {OS), database maintenance and administration, and user
administration,

3.16.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
integration of the following Rational softiware: Rational Quality Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect {SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE}; Rational software dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft 1IS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.16.5.2 The contractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portal for password management, security updates, soltware updates or upgrades,
custom script creation, custom report creation, run compiles, assist government personne! with schema
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modifications, database mappings, dashboards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain IA posture, follow industry best
practices.

3.16.53 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.

3.16.54 The contractor shalt provide Web services for all web-enabled Rational products for up to 200
users; and ‘provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop
support for thick client access for up to 10 users.

3.16.5.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.16.5.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays.

3.16.5.7 The contractor shall support the transition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility,

3.16.6 Future Planning Support:

The contractor shall provide expertise to support to the IPT through the process of developing various
requirements and architecture products required of an ACAT HI POR.

3.166.1 The coniractor shall provide expertise to support the IPT with those tasks required to ensure
integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering,
documeniation development with defined acquisition templates, Course of Action (COA) development tasks;
planning for interoperability with other systems/platforms; speed to capability development efforts; and ensuring
external system guidance/directives are adhered to by the IPT. '

3.16.6.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT within the AIR Sub-Portfolio.

3.16.6.3 The contractor shall assist government Test Leads by performing requirements analysis in support
of scope definition and reconciling trouble reports and test results against the requirements baseline,

3.16.64 The contractor shall support the development of Business Case Analyses to help the IPT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Requirements Management process.

5 The contractor shall provide support for DoDAF v2.02, with the JCIDS (Joint Capabilities Integration &
Development System) process, and IBM Rational System Archilect in generating products for supporting the
TacMobile acquisition milestones. 3.16.6.6 The contractor shall support the IPT’s leadership team in
performing usk analysis for each of the requirements and shall keep up to date the risk exchange records for these
risks.

3.16.7 Software Engineering
The contractor shall provide expertise to support the software engineering activities required to develop the
changes to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

3.16.7.1 The coniractor shall provide expertise to perform sofiware research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.16.7.2 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from proposed changes 1o Joint Community C2 and FoS platforms.
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3.16.7.3 The contractor shall provide expertise in system administration of a RHEL environment. The
contractor shall have the ability to conduct diagnostic troubleshooting and maintenance of the servers,
workstations and network devices.

3.16.7.4 The coniractor shall provide senior expertise with software development using Java and C++on a
RHEL OS environment. Experience with Security-Enhanced Linux (SELinux), VMWare, SQL Server and Bash
scripting, Extensive knowledge in TCP/IP socket programming, Active Directory/LDAP and encryption libraries.
The contractor shall have understanding of Information Assurance compliance, integration and testing.

3.16.7.5 The contractor shall provide expertise in software integration with Windows and RHEL OS
environments, Ability to produce 1A secure STIG compliant OS environments. Ability to conduct diagnostic
troubleshooting and maintenance of the soltware images for servers and workstations to ensure compatibility with
hardware variants. The coniractor shafl have expertise in patch development for release of IAVA updates or
vendor specific patches.

3.16.7.6 The contractor shall provide expertise to support the development of software documentation to
such as Interface Control Document (ICD), Interface Design Document (IDD), Software Version Documents
(SVD), Software Install Guides, Software Build Plans and applicable licensing information. Documents shall be
in accordance with Government approved format. (CDRL T013)

3.16.7.7 The contractor shall provide sub-system verification support al TacMobile related Systems
Tntegration Labs for ISR platforms.

3.16.8 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engineer/administrator, and technictan expertise to
support the creation, building, ficlding, and maintenance of hardware, OS, sofiware basclines, and training for
TacMaobile sub-systems.

3.16.8.1 - ‘The contractor shali support the integration of future developmental sub-system cotiponents
required to meet functional and information assurance requirements in a Joint system of systems envirenmient.

3.16.8.2 The contracter shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines.

3.16.8.3 The contractor shall support documentation development related fo sub-system components to
enable the TacMobile IPT to successfully build, field, train, and support capabilities for end users. Types of
documentation expected to be supported include SOVT, PITCO, user manuals (operator and administration),
installation guides, assembly drawings, Installation Requirement Drawings (IRDs) and Installation Design Plans
(IDPs). Documents shall be in accordance with Government approved format.

3.16.9 System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
TA support will be required for the full TacMobile life cycle from ISSE suppoit during development of
requirements through to TAV response during sustainment. The contractor shall provide support for 1A to include
applicable rescarch, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.16.9.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls
1o be put in place for the identified systems and networks. The contracter will recommend, and adopt if necessary,
processes for maintaining and enforcing security/IA for identified systems, networks and applications in support of
security engineering,

3.16.9.2 The contractor shall provide IA support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
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reviews, inspections, and interviews,

3.16.9.3 The contractor shall develop documents that will be a past of the TacMobile IPT C&A efforts
including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and TATOs. Certification and Accreditation (C&A) will follow the Risk Management Framework (RMF) process.

3.16.9.4 The contractor shall manage IAVs during the development phase in accordance with the
TacMobile IAVM Plan including support to the FAM and FCB processes for notification of required changes at
enclaves.

3.16.9.5 The contractor shall provide support for the verification of new capabilities as well as regression
testing to verify that the introduction of new components into the overall system has not caused unwanted

changes.

3.16.9.6 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOO).

3.16.10 Procurement Support

3.16.10.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead times; and provide status of ongoing procurements.

3.16,10.2 The contractor shall coordinate technical configuration requirements and hardware vendor inputs
with the BOM.
3.16.10.3 The coniracior shall coerdinate material receipt with the central warchouse to capture and maintain

records of OEM serial numbers and N-ERT assigned serial numbers,

3.16.10.4 The contractor shall communicate Government technical configuration requirements to hardware

vendors.
3.16.10.5 The contractor shall communicate hardware vendor inputs to Materials Procurement Lead.
3.16.10.6 The contractor shall perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meet critical delivery schedule, and equipment specifications.
3.16.11 Pre-Installation Engineering Support

3.16.11.1 The Contractor shall support Technical Meetings with NAVAIR, aircraft contractors and RAF personnel.
(CDRL T003)

3.16.11.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Software development will alfow for complete processing of preflight, inflight and post flight data. (CDRL
TO04)

3.16.11.3 The Contractor shall provide updated Source Code and associated Source Code documentation for all
software. (CDRL T014)

3.16.11.4. The Contractor shall provide technical support Project Lead during design meetings with NAVAIR, aircraft
contractors, and RAF to define hardware and software requirements.

-3.16.11,5, The Ceontractor shall provide technical support for testing,
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3.16.11.6 The Contractor shall provide system administrator support.
3.16,11.7 The Contractor shall provide support in the development and execution of software test plan and
procedures,

3.16.11.8 The Contractor shall develop test report. (CDRL T005)

3.16.11.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL
T009)

3.16.11.10 The Contractor shall provide support in the development of System Requitements Specification (SRS)
and other Requirements documentation by the Government.

3.16.11.11 The Contractor shall provide support in the development of Software Version Description (SVD) and
other software documentation by the Government.
3.16.11.12 The Contractor shafl provide technical support at RAF Ground Support labs and sites for hardware

integration and testing,

3.16.11.13 The Contractor shall perform Pre-Installation Testing and Check-Out (PTTCOY) or equivalent for system
vetification prior to delivery to customer. (CDRLT007)

3.16.11.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation, (CDRLT007)

3.16.11.15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL T016)

3.16.11.16 The Contractor shall develap, update and deliver software build/load plans during development and upon
system completion. '

3.16.11.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the RAF,
MTOC and FAK to the Sub-IPT Lead/Project Team Lead.

' 3.16.11.18 The Contractor shall provide Enginecring Change Proposal (ECT} Analysis and ECPs. (CDRI T010)
3.16.11.19 The Contractor shall develop Engineering Drawings, (CDRL T016)

3.16.11.20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during all
component and developmental testing phases. (CDRL T011)

3.16.12 Installation Engineering Support

3.16.12.1 The Contractor shall support Technical Meetings. (CDRL T003)

3.16.12.2 The Contractor shall perform system operation verification at site prior to installation.
3.16.12.3 The Coniractor shall support hardware/software integration, test, installation, overall system

verification and fraining for the RAF MTOC, FAK and SAT, (CDRL T005)

3.16.12.4 The contractor shall perform travel associated with system support, integration, test installation and
training for MTOC, FAK and SAT. (CDRL '7002)

3.16.12.5 The Contractor shall provide technical system support Project Lead during instatlation of the MTOC,
FAK and SAT.
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3.16.12.6 The Contractor shall report discrepancies into ISS as identified during installation. (CDRL T011)
3.16.12.7 The Contractor shall perform OCONUS Travel associated with system installation. (CDRL T002)

3.16.13 Post Installation Engineering Support
The Contractor shall provide enginecring support for resolution of SOVT discrepancies found during
installation. Refer to ISS section for procedures with responding to discrepancies.

3.16.13.1 The Centractor shall provide Software Maintenance Capability for RAF through software
maintenance technical support.

3,16.13.2 The contractor shall provide software maintenance and updates for aircraft interface software fo
support decumented changes to the MPRA (P-8).

3.16.13.3 The contractor shall Access ISS maintenance ticket and tracking site for responding to, and
correcting engineering discrepancies.

3.16.13.4 The contractor shall perform repair or replacement of broken items/software deficiencies.

3.16.13.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and software
problems. )

3.16.13.6 The contractor shall provide technical assistance via software patches o resolve software discrepancies.
3.16.13.7 The conlractor shall provide training assistance via phone and/or email to resolve training shortfalls.

3.16.13.8 The contractor shall provide Corrective maintenance services as soon as possible after request from the
Project Lead or the RAF has been received.

3.16,13.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to include the MTQC, FAK and SAT System Upgrades and deliver the updated baseline drawing package
Project Lead after installations,

CLIN 4108/5108- ROYAL NORWEGIAN AIR FORCE (RNeoAF) SUPPORT (NORWAY)

3.17 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure efficient management of the Task Order and implementation of procedures to ensure
fuli responsiveness to confractual requirements and provide program support to the TacMobile program. The
Contractor shall provide guidance on FMS case and project management policy and procedures. (CDRL T008)

3.17.1 The contractor shalf assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.17.2 The Contractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resofution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL A003, T002, T003, T006)

3.17.3 The contractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from sponsors.

3.17.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of

s
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financial resources related to TacMobile end item products.

3.17.5 The contractor shall support the development & delivery of labor, contract and Bill of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls.

3.17.6 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources refated to TacMobile end item products in the development phase.

3.17.7 For prototypes, the contractor shall support the development & delivery of labor, contract and Bilf of

Materials (BOM) procurement spend plans for funding acceptance and track estimated vs. actuaf spend plans,
track anticipated carryover expenditures and respond to financial data calls,

CLIN 4168/5108- ROYAL NORWEGIAN AIR FORCE (RNoAF) SUPPORT (NORWAY)
3.18 SYSTEMS ENGINEERING
3.18.1 System Decumentation and Training

3.18.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production insfructions, Fleet Infroductory

Training and schoolhouse course materials. The contractor shall revise training courses and prepare appropriate
fraining catalogs, revise instructor materials {course outline, background material, and training aids), stedent
materials (course manuals, workbooks, handouts, completion certificates, and course critique forms), and computer
based/computer aided training. The contractor shall train personnel by conducting formal classroom courses,
workshops and seminars. (CDRL T017)

3.18.2 Site Operations and Site Support

3.18.2.1 The contractor shall provide site support expertise at TacMobile sites. The contractor shall
provide technical support and provide training for fielded systems. All site support visits shall be documented
with the reason for the visit, corrective actions, and personnel trained.

3.18.3 Technician Baseline Integration of Hardware, OS, and Sofiware Solutions

The contractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the updating, fielding, and maintenance of hardware, 08, software baselines, and training for fielded
TacMobile sub-systems,

3.18.3.1 The contractor shall support the integration of existing developmental sub-system components
required to meet functional and information assurance requirements in a Joint systen1 of systems environment.

3.183.2 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated basclines.

3.183.3 The contractor shall support documentation changes related to sub-system components to enable
the TacMebile IPT to successfully build, field, train, and support capabilities for end users.

3.18.4 Systems Engineering Process Improvements

The contractor shall provide the expertise to support the TacMobile IPT’s effort to improve systems engineering
and business processes. The goals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

B Align the IPT Structure with best practices for a product oriented integrated product and process
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development team.

2) Improve the management of the IPT’s human capital through a dedicated and focused skills inventory and
training program known as “TacMobile University.’

3) Improve the speed and responsiveness of the development value stream to keep pace with the end users’
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk.

&) initiate a value stream change process that will evolve the value stream rapldly and efficiently to meet the
future needs of the TPT.

3.184.1 The contractor shall provide expertise to review the IPT’s ‘as-is” process documentation, compate
it to actual processes in use through evaluation of actuals and provide the IPT's leadership team with identified
best practices and recommendations for process changes including process sunset and improvements,

3.18.4.2 The contractor shall collect and assess ‘as-is’ performance metrics and shall make
recommendations for the creation of new performance measurements,

3.18.4.3 The contractor shall lead the effort of performing root cause analysis on key performance
shortfalls and shall create a Corrective Action Plan with a sugpested approach for each e.g. Just Fix It, Queue for
BPR, Tools, Environment, Peopie, etc.

3.18.4.4 The contractor shatl develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustainment phases.

3.184.5 The contractor shall perform a gap analysis between ‘as-is’ and ideal state Concept of Operations.

3.184.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and
Business Operations Value Stream in accordance with the Space and Naval Warfare System Center Atlantic Joint
Framework.

3.18.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) mciudmg
server hardware, virtualized server Operating Systems (O8S), database maintenance and administration, and user
administration.

3.18.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
integration of the following Rational software: Rational Quality Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect {(SA), Rational
SA DODAFY Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational software dependencies
inciude Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft [IS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.185.2 The contractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portal for password management, security updates, soflware updates or upgrades,
custom script creation, custom report creation, run compiles, assist government personnel with schema
modifications, database mappings, dashboards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain IA posture, follow industry best
practices.

3.18.5.3 The contractor shall complete data and user migration to the IBM Jazz Team Server (ITS) suite.
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3.18.5.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200
users; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop
support for thick client access for up to 10 users,

3.18.5.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.18.5.6 The contractor shall provide help desk support, to include disaster recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays.

3.18.5.7 The contractor shall support the transition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility.

3.18.6 Future Planning Support
The contractor shall provide expertise to support to the IPT through the process of developing various
requirements and architecture products required of an ACAT I1I POR.

3.18.6.1 The contractor shall provide expertise to support the IPT with those tasks required to ensure
Integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering,
documentation development with defined acquisition templates, Course of Action

{COA) development tasks; planning for interoperability with other systems/platforms; speed to capability
development efforts; and ensuring external system guidance/directives are adhered to by the IPT..

3.18.6.2 The contractor shall develop and maintain Requirements Traceabilily Mairices (RTM) for
TacMobile IPT within the AIR Sub-Portfolio.

3.18.6.3 The contractor shall assist government Test Leads by performing requirements analysis in suppert
of scope definition and reconciling trouble reports and test resulis against the requirements baseline,

3.18.6.4 The contractor shall support the development of Business Case Analyses to help the IPT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Reguirements Management process.

5 The contractor shall provide suppott for DoDAF v2.02, with the JCIDS (Joint Capabilities Integration &
Devclopment System) process, and I1BM Rational System Architect in generating products for supporting the
TacMobile acquisition milestones. 3.18.6.6 The contractor shall support the IPT’s leadership team in
performing risk analysis for each of the requirements and shall keep up to date the risk exchange records for these
risks.

3.18.7 Software Engineering
The contractor shall provide expertise to support the software engineering activities required to develop the
changes to the TacMobile C2 and ISR capabilities in support of MPRF, FGS and Joint mission sets,

3.18.7.1 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

31872 The contractor shall provide expertise 1o support the initial design documents and AoAs for
proposed actions resulting from proposed changes to Joint Community C2 and FoS platforms.

3.18.7.3 The contractor shall provide expertise in system administration of a RHEL environment. The
contractor shall have the ability to conduct diagnostic troubleshooting and maintenance of the serveis,
workstations and network devices.




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N65236-14-D-4925 N6523618F3028 50 of 91

3.18.7.4 The contractor shali provide senior expertise with software development using Java and C++ona
RHEL OS environment. Experience with Security-Enhanced Linux (SELinux), VM Ware, SQL Server and Bash
scripting. Lxtensive knowledge in TCP/IP socket programming, Active Direclory/LDAP and encryption libraries.
The contractor shall have understanding of Information Assurance compliance, integration and testing.

3.18.7.5 The contractor shall provide expertise in software integration with Windows and RHEL OS
environments. Ability io produce IA secure STIG compliant OS environmenis. Ability to conduct diagnostic
troubleshooting and maintenance of the software images for servers and workstations to ensure compatibility with
hardware variants. The contractor shall have expertise in patch development for release of IAVA updates or
vendor specific patches.

3.18.7.6 The contractor shall provide expertise to suppott the development of software documentation to
such as Interface Control Document (ICD), Interface Design Document (IDD), Software Version Documents
(8VD), Software Install Guides, Software Build Plans ard applicable licensing information. Documents shall be
in accordance with Government approved format. (CDRL T013)

3.18.7.7 The contractor shall provide sub-system verification support at TacMobile related Systems
Integration Labs for ISR platforms.

3.18.8 System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
IA support will be required for the full TacMobile life cycle from ISSE support during development of
reciuirements through to 1AV response during sustainment. The contractor shall provide support for IA to include
applicable rescarch, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

1.18.8.1 The contractor shall provide security/IA requirements for new capabilities identifying controls in
place for systems and networks. The contractor will recommend, and adopt processes for maintaining and
enforcing security/IA. for identified systems, networks and applications in support of security engineering.

3.18.8.2 The contractor shall provide LA support during the development phase of the TacMobile lifecycle
through sub-systetn vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews.

3.18.83 The contractor shall develop documents that will be a parl of the TacMobile IPT C&A efforts
including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and IATOs. Certification and Accreditation (C&A) will follow the Risk Management Framework (RMF) process.

3.18.8.4 The contractor shall manage 1AVs during the development phase in accordance with the
TacMobile JAVM Plan including support to the FAM and FCB processes for notification of required changes at
enclaves.

3.18.8.5 The contractor shall provide support for the verification of new capabilities as well as regression
testing to verify that the introduction of new componenis into the overall system has not caused unwanted

changes.

3.18.8.6 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (LOQO).

3.18.9 Procurement Support

3.18.9.1 The coniractor shall maintain, track, and update requirements in the BOM,; provide projections of
procurement lead times; and provide status of ongeing procurements.
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3.18.9.2 The contractor shall coordinate technical confipuration requirements and hardware vendor inputs
with the BOM.

3.18.9.3 The contractor shall coordinate material receipt with the central warehouse 1o capture and
maintain records of OEM serial numbers and N-ERP assigned serial numbers.

3.18.94 The coniractor shall communicate Government technical configuration requirements to hardware
vendors.

3.189.5 The contractor shall communicate hardware vendor inputs to Materials Procurement Lead.
3.18.9.6 The contractor shall perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meef critical delivery schedule, and equipment specifications.
3.18.10 Pre-Installation Engineering Support

3.18.10.1 The Contractor shall support Technical Meetings with NAVAIR, aircrafl contractors and RAF personnel.
(CDRL T002, T003)

3.18.10.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and
SAT. Software development will allow for complete processing of preflight, inflight and post flight data. (CDRL
TO0G4)

3.18.10.3 The Contractor shall provide updated Source Code and associated Source Code
documentation for all software. (CDRL T014)

3.18.104 The Contractor shall provide technical support Project Lead during design meetings with NAVAIR,
aitcraft contractors, and RAF to define hardware and software requirements,

3.18.10.5 The Contractor shall provide technical support for testing.
3.18.10.6 The Contractor shall provide system administrator support,

3.18.10.7 The Contractor shall provide support in the development and execution of software test plan and
procedures. (CDRL T015) :

3.18.10.8 The Contractor shall develop test report. (CDRL T005}
3.18.10.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL
T00S)

3.18.10.10 The Contractor shall provide support in the dévelopmcnt of System Requirements Specification (SRS) and
" other Requirements documentation by the Government.

3.18.10.11 The Contractor shall provide support in the develepment of Sofiware Version Description
(SVD) and sofiware documentation.

3.18.10.12 The Contractor shall provide technical support at RAF Ground Support labs and sites for hardware
integration and testing.

3.18.10.13 The Contractor shall perform Pre-Instaliation Testing and Check-Out (PITCO) or equivalent for system
verification prior to delivery to customer. (CDRIT007)
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3.18.10.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation. (CDRLT007)

3.18.10.15 The Contractor shall develap an Instatlation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL T016)

3.18.10.16 The Contractor shall develop, update and deliver software build/load plans during development and upon
system completion.

3.18.10.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the RAF,
MTOC and FAK to the Sub-IPT Lead/Project Team Lead.

3.18.10.18 The Contractor shall provide Engineering Change Proposal (ECP) Analysis and ECPs. (CDRL TO010)
3.18.10,19 The Contractor shall develop Engineering Drawings. (CDRL T016)

3.18.10.20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during all
component and developmental testing phases. (CDRL T011)

3.18.11 Installation Engineering Support

3.18.11.1 ‘The Contractor shall support Tf;:chnica] Meetings. (CDRL T003)

3.18.11.2 The Contractor shall perform system operation verification at sile prior to installation.
3.18.11.3 "The Contractor shail support hardware/sofiware integration, test, installation, overall system

verification and training for the RAF MTOC, FAK and SAT.

3.18.114 The contractor shall perform travel associated with system support, integration, test instaliation and
training for MTOC, FAK and SAT. (CDRL T002)

3.18.11.5 The Contractor shall provide technical system support Project Lead during installation of the
MTOC, FAK and SAT.

3.18.11.6 The Contractor shall report discrepancies into ISS as identified during instailation. (CDRL T011)
3.1811.7 The Contractor shall perform OCONUS Travel associated with system instailation. (CDRL T002)
3.18.12 Post Installation Engineering Support

The Contractor shall provide engineering support for resolution of SOVT discrepancies found during
installation. Refer to ISS section for procedures with responding to discrepancies.

3.18.12.1 The Contractor shall provide Software Maintenance Capability for RAF through software
maintenance technical support.

3.18.12.2 The contractor shall provide software maintenance and updates for aircraft interface software to
support documented changes to the MPRA (P-8).

3.18.12.3 The contractor shall Access 1SS maintenance ticket and tracking site for responding to, and correcting
engineering discrepancics.

3.18.12.4 The contractor shall perform repair or replacement of broken items/software deficiencies.
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3.18.12.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and
software problems.

3.18.12.6 The contractor shall provide technical assistance via software patches to resolve sofiware
discrepancies.

3.18.12.7 The contraclor shall provide training assistance via phone and/or email to resolve training shortfalls.
3.18.12.8 The contractor shall provide Corrective maintenance services as soon as possible after request from

the Project Lead or the RAF has been received.

3.18.12.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package
Project Lead after installations,

CLIN 4109/5109- REPUBLIC of SOUTH KOREAN NAVY (ROKN) SUPPORT

3.19 PROGRAM MANAGEMENT SUPPORT

The contractor shail ensure efficient management of the Task Order and implementation of procedures to ensure
full responsiveness to contractual requirements and provide program support to the TacMobile program. The
Contractor shall provide guidance on FMS case and project management policy and procedures. {CDRL T008)

3.19.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.19.2 The Contractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management, (CDRL A003, T002, T003, T006)

3.19.3 The contractor shall support management and technical reviews of TacMobile activities and respond fo

programmatic data calls from sponsors. ,

3.19.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item producis.

3.19.5 The contractor shall support the development & delivery of labor, contract and Bill of Materiats (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated

carryover expenditures and respond to financial data calls.

3.19.6 The contractor shall plar and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products in the development phase.

3.19.7 For prototypes, the contractor shall support the development & delivery of labor, contract and Bill of
Materials (BOM) procurement spend plans for funding acceptance and track estimated vs. actual spend plans,
track anticipated carryover expenditures and respond to financial data calls.

CLIN 4109/5109- REPUBLIC of SOUTH KOREAN NAVY (ROKN) SUPPORT

3.20 SYSTEMS ENGINEERING

3.20.1 System Documentation and Training
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320.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
course materials. The contractor shall revise training courses and prepare appropriate training catalogs, revise
instructor materials {course outline, background material, and training aids), student materials (course manuals,
workbooks, handouts, completion certificates, and course critique forms), and computer based/computer atded
training. The contractor shall train personnel by conducting formal classroom courses, workshops and seminars.
(CDRL TO17)

3.20.2 Site Operations and Site Support

3.20.2.1 The contractor shall provide site support expertise at TacMobile sites. The contractor shall
provide technical support and provide training for fielded systems. All site support visits shall be documented
with the reason for the visit, corrective actions, and personnel trained.

3.20.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shatl provide computer engineering, systems engineer/fadministrator, and technician expertise to
support the updating, fielding, and maintenance of hardware, OS, software baselines, and training for fielded
TacMobile sub-systems:

3.20.3.1 The contractor shall support the integration of existing developmental sub-system components
required to meet functional and information assurance requirements in a Joint system of systems environment.
3.20.3.2 The contractor shall support the TacMobile [PT efforts for HW, SW and Data Library

configuration management through the change management process for updated baselines.’

3.20.3.3 The contractor shall support documentation changes related to sub-system components to enable
the TacMobile IPT to successfully build, field, train, and support capabilities for end users.

3.20.4 Systems Engineering Process Improvements

The contractor shall provide the expertise to support the TacMobile TPT’s effort to improve systeras engineering
and business processes. The poals of this ongoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

D Align the IPT Structure with best practices for a product orienied integrated product and process
development team.

2) Improve the management of the IPT% human capital through a dedicated and focused skills inventory and
training program known as ‘TacMobile University.’

3) Improve the speed and responsiveness of the development value stream to keep pace with the end users’
needs for new capabilifies, enhancement, modernization, sustainment engineering and field support,

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5) Emprove the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce ptocess related risk. .
6) Initiate a value stream change process that will evolve the value stream rapidly and efficiently to meet the
future needs of the IPT,

3.204.1 The contractor shall provide expertise to review the IPT’s ‘as-is’ process documentation, compare
it to actual processes in use through evaluation of actuals and provide the [PT’s leadership team with identified
best practices and recommendations for process changes including process sunset and improvements.

32042 The coniractor shall collect and assess “as-is’ performance metrics and shall make
recommendations for the creation of new performance measurements.
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3.20.4.3 The contractor shall lead the effort of performing root cause analysis on key performance
shortfalls and shall create a Cotrective Action Plan with a suggested approach for each e.g. Just Fix It, Queue for
BPR, Tools, Environment, People, etc.

3.204.4 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustaininent phases.

3.20.4.5 The contractor shall perform a gap analysis between ‘*as-is? and ideal state Concept of Operations.

3.20.4.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and
Business Operations Value Stream in accordance with the Space and Naval Warfare System Center Atlantic Joint
Framework.

3.26.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (0S), database maintenance and administration, and user
administration.

3.20.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
integration of the following Rational sofiware: Rational Quality Manager (RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine {(RPE); Rational software dependencies
include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDT, Microsoft 1IS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

3.20.5.2 The contractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portal for password management, security updates, software updates or upgrades,
custom script creation, custom report creation, run compiles, assist government personnel with schema
modifications, database mappings, dashboards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain IA posture, follow industry best
practices.

3.20.53 The contractor shall complete data and user migration to the IBM Jazz Team Server (JTS) suite.
3.20.5.4 The contractor shall provide Web services for all web-enabled Rational products for up to 200

users; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Desktop
support for thick client access for up to 10 users.

3.20.5.5 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility,
3.20.5.6 The centractor shall provide help desk support, to include disaster recovery, from 0800 to 1600

EST Monday through Friday, excluding government holidays,

3.20.5.7 The contractor shall support the transition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility,

3.20.6 Future Planning Support
The contractor shall provide expertise to support to the IPT through the process of developing various
requirements and architecture products required of an ACAT IIl POR.

3.20.6.1 The contractor shall provide expertise 10 support the IPT with those tasks required to ensure
integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering,
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documentation development with defined acquisition templates, Course of Action (COA) development tasks;
planning for interoperability with other systems/platforms; speed to capability development efforts; and ensuring
external system guidance/directives are adhered to by the IPT.

3.20.6.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT within the AIR Sub-Portfolio.

3.20.6.3 The contractor shall assist government Test Leads by performing requirements analysis in support
of scope definition and reconciling trouble reports and test results against the requirements baseline.

3.20.6.4 The contractor shall support the development of Business Case Analyses to help the [PT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Requirements Management process.

3.20.6.5 The contractor shalf provide support for DoDAF v2.02, with the JCIDS (Joint Capabilities
fntegration & Development System) process, and 1BM Rational System Architect in generating products for
supporting the TacMobile acquisition milestones. 3.20.6.6 - The contractor shall support the IPT’s leadership
team in performing risk analysis for each of the requirements and shall keep up to date the risk exchange records
for these risks.

3.20.7 Sofiware Engineering
The contractor shall provide expertise to support the software engineering activities required to develop the
changes to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joinf mission sets.

3.20.7.1 The contractor shalf provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT to provide C2 and ISR
capabilities in support of future changes to Joint and FoS capabilities.

3.207.2 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from proposed changes to Joint Community C2 and FoS platforms.

3.20.7.3 The contractor shall provide expertise in system administration of a RHEL environment. The
contractor shall have the ability to conduct diagnostic troubleshooting and maintenance of the servers,
workstations and network devices.

3.20.7.4 The contractor shall provide senior expertise with software development using Java and CtHon a
RHEL OS environment. Experience with Security-Enhanced Linux (SELinux), VMWare, SQL Server and Bash
scripting, Extensive knowledge in TCP/IP socket programming, Active Directory/LDAP and encryption libraries.
The condractor shall have understanding of Information Assurance compliance, integration and testing,.

3.20.7.5 The contractor shall provide expertise in software integration with Windows and RHEL OS
environments. Ability to produce IA secure STIG compliant OS environments, Ability to conduct diagnostic
troubleshooting and maintenance of the software images for servers and workstations to ensure compaiibility with
hardware variants. The contractor shall have expertise in patch development for release of JAVA updates or
vendor specific paiches.

3,20.7.6 The contractor shall provide expertise to support the development of software documentation to
such as Interface Control Document (ICD}, Interface Design Document (IDD), Software Version Documents
{SVD), Software Install Guides, Software Build Plans and applicable licensing information. Documents shall be
in accordance with Government approved format, (CDRL T013)

3.207.7 . The contractor shall provide sub-system verification support at TacMobile related Systems
Integration Labs for ISR platforms.
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3.20.8 System Information Assurance

The contractor shall provide expertise to support information assurance efforts required by the DoD 8570.01-M.
IA support will be required for the full TacMobile life cycle from ISSE support during development of
requirements through to IAV response during sustainment. The contractor shall provide support for 1A to include
applicable research, system scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.20.8.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls
to be put in place for the identified systems and networks, The contractor will recommend, and adopt if necessary,
processes for maintaining and enforcing security/IA for identified systems, networks and applications in support of
security engineering,

3.20.8.2 The contractor shall provide 1A support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews. '

3.20.8.3 The contractor shall develop documents that will be a part of the TacMobile IPT C&A efforts
including RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and IATOs. Certification and Accreditation {C&A) will follow the Risk Management Framework (RMF) process.

3.20.8.4 The contractor shall manage IAVs during the development phase in accordance with the
TacMobile IAVM Plan including support to the FAM and FCB processes for notification of required changes at
enclaves.

3.20.8.5 The contractor shail provide support for the verification of new capabilities as well as regression
testing to verify that the infroduction of new components into the overall system has not caused unwanted

changes.

3.20.8.6 The contraetor shall provide support for the Information Assurance verification activities feading
to a signed TacMobile Test Report or Operational Assessment {QA) or Letter of Observation (LOO).

3.20.9 Procurement Support

3.20.9.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead times; and provide status of ongoing procurements.

3.20.9.2 The contractor shall coordinate technical configuration requirements and hardware vendor inputs
with the BOM.
3.20.93 The contractor shall coordinate material receipt with the central warehouse to capture and

maintain records of OEM serial numbers and N-ERP assigned serial numbers.

3.20.9.4 The congractor shall communicate Government technical configuration requirements to hardware -
vendors.

3.20.9.5 The contractor shall communicate hardware vendor inputs to Materials Procurement Lead,
3.20.9.6 The contractor shall perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meet critical delivery schedule, and equipment specifications,

3.20.10 Pre-Ingtallation Engineering Support
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3.20.10.1 The Contractor shall support Technical Meetings with NAVAIR, aircraft contractors and RAF personnel.
(CDRL T003)

3.20.10.2 The Contractor shall provide software design, development, integration and testing of the MTOC, FAK and,
SAT. Software development wilk allow for complete processing of preflight, inflight and post flight data. (CDRL
T004)

3.20.10.3 The Contractor shall provide updated Source Code and associated Source Code documentation for ali
software. (CDRL T014})

3.20.10.4. The Contractor shall provide technical support Project Lead during design meetings with NAVAIR, aircraft
contractors, and RAF to define hardware and software requirements. (CDRL T002})

3.20.10.5 The Contractor shall provide technical suppott for testing,
3.20.10.6 The Contractor shall provide system administrator sappot.
3.20.10.7 The Contractor shall provide support in the development and execution of software test plan and

procedures. (CDRL T015)

3.20.10.8 The Coniractor shall develop test report. (CDRI TG0S5)
3.20.10.9 The Contractor shall provide support in the development of System Administration Guide. (CDRL
T0O09) .

3.20.10.10 The Contractor shall provide support in the development of System Requirements Specification (SRS)
and other Requirements documentation by the Government.

3.20.10.11 The Contractor shall provide support in the development of Sofiware Version Deseription (SVD) and
other software documentation by the Government.

3.20.10.12 The Contractor shall provide technical sapport at RAF Ground Support labs and sites for hardware
integration and testing.

3.20.10.13 The Contractor shall perform Pre-Installation Testing and Check-Out (PITCO) or equivalent for system
verification prior to delivery to customer. (CDRLT007)

3.20.10.14 The Contractor shall develop System Operational Verification Test (SOVT) documentation. (CDRLT007)
3.20.10.15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL T016)

3.20.10.16 The Contractor shall develop, update and deliver software build/load plans during development and upon
system completion.

3.20.10.17 The Contractor shall identify and deliver a list all consumables and critical spares to support the RAF,
MTOC and FAK to the Sub-TPT Lead/Project Team Lead,

3.20.10.18 The Centractor shall provide Engineering Change Proposal (ECP) Analysis and ECPs. {(CDRL T010)
3.20.10.19 Fhe Contractor shall develop Esigineering Drawings. (CDRL TO16)

3.20.10.20 The Contractor shall respond to discrepancies, and develop/deliver Program Trouble Reports during all
component and developmental testing phases. (CDRL T011)
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3.20.11 Installation Engineering Support

320111 The Coniractor shall support Technical Meetings. (CDRL T002, T003)

3.20.11.2 The Contractor shall perform system operation verification at sife prior to installation.

3.20.11.3 The Contractor shall support hardware/software integration, test, installation, overall system verification
and training for the RAF MTOC, FAK and SAT. (CDRL T005)

320,114 The contractor shall perform travel associated with system support, integration, test installation and
training for MTOC, FAK and SAT. (CDRL T002)

320115 The Conlractor shall provide technical system support Project Lead during instailation of the MTOC,
FAK and SAT.

3.20.11.6 The Contractor shall report discrepancies into ISS as identified during installation, (CDRL TO11)
3.20.11.7 The Contractor shall perform QCONUS Travel associated with system installation, (CDRL T002)
3.20.12 Post Installation Engineering Support

The Contractor shall provide engineering support for resolution of SOVT discrepancies found during
installation.. Refer to ISS section for procedures with responding to discrepancies.

3.20.12.1 The Contractor shall provide Software Maintenance Capability for RAF thr ough software .
maintenance technical support,
3.20.12.2 The contractor shall provide software maintenance and updates for aircraft interface sofiware (o

suppott documented changes to the MPRA (P-8),

3.20.12.3 The contractor shall Access ISS maintenance ticket and tracking site for responding to, and correcting
engineering discrepancies.

3.20.12.4 The contractor shall perform repair or replacement of broken items/software deficiencies.

3.20.12.5 The contractor shall provide technical assistance via phone and/or email to resolve hardware and
software problems.

3.20.12.6 The contractor shall provide technical assistance via software patches to resolve software
discrepancies.

3.20.12.7 'The contractor shall provide training assistance via phone and/or email to resolve training shortfalls.
3.20.12.8 The contractor shall provide Corrective maintenance services as soon as possible after request from

the Project Lead or the RAF has been received.

3.20.12.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to include the MTOC, FAK. and SAT System Upgrades and deliver the updated baseline drawing package
Project Lead after installations.

CLIN 4110/5110- ROYAL SAUDI NAVAL FORCES (RSNF) SUPPORT

321 PROGRAM MANAGEMENT SUPPORT

The contractor shall ensure sfficient management of the Task Order and implementation of procedures to ensure
full responsiveness to contractual requirements and provide program suppott to the TacMobile program. The
Contracior shall provide guidance on FMS case and project management policy and procedures. (CDRL T008)
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3.21.1 The contractor shall assign a Project Manager that will serve as the principle point of contact to interface
with the government and shall establish off-site and on-site Program and Financial Management Analysts.

3.21.2 The Contractor shall support weekly and/or monthly program and technical status, which shall include the
development of program status and schedules, program briefs, trip reports, meeting minutes, identification and
resolution of action items, control and reporting of program expenditures, and releasability/foreign disclosure
management. (CDRL A0(3, T002, T003, T006)

3.21.3 The confractor shall support management and technical reviews of TacMobile activities and respond to
programmatic data calls from spensors.

3.21.4 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources refated to TacMobile end item products.

3.21.5 The contractor shall support the development & delivery of labor, coniract and Bili of Materials (BOM)
procurement spend plans for funding acceptance and track estimated vs. actual spend plans, track anticipated
carryover expenditures and respond to financial data calls.

3.21.6 The contractor shall plan and coordinate budget and budget execution and support the optimization of
financial resources related to TacMobile end item products in the development phase.

3.21.7 For prototypes, the contractor shall support the development & delivery of labor, contract and Bill of
Materials (BOM) procurement spend plans for funding acceplance and track estimated vs, actual spend plans,
track anticipated carryover expenditures and respond to financial data calls,

CLIN 4110/5110- ROYAL SAUDI NAVAL FORCES (RSNF) SUPPORT
3.22 SYSTEMS ENGINEERING
3.22.1 System Documentation and Training

3.22.1.1 The contractor shall provide expertise to update existing documentation such as technical manuals,
engineering drawings, load, configure and production instructions, Fleet Introductory Training and schoolhouse
course materials. The contractor shall revise training courses and prepare appropriate training catalogs, revise
insiructor materials (course outline, background material, and training aids), all student materials (course manuals,
workbooks, handouts, completion certificates, and course critigue forms), and computer based/computer aided
training. The contractor shall train personnel by conducting formal classroom courses, workshops and seminars.
(CDRL TO17)

3.22.2 Site Operations and Site Support

32221 The contractor shall provide site support expertise at TacMobile sites. The contractor shatl
provide technical support and provide training for {ielded systems. All site support visits shall be documented
with the reason for the visit, corrective actions, and personnel trained.

3.22.3 Technician Baseline Integration of Hardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engincer/administrator, and technician expertise io
support the updating, fielding, and maintenance of hardware, OS, software baselines, and training for fielded
TacMobile sub-systems.

3.22.3.1 The contractor shall support the integration of existing developmental sub-system components
required to mect functional and information assurance requirements in a Joint system of systems environment.
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32232 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines.

3.22.33 The contractor shall support documentation changes related to sub-system components to enable
the TacMobile IPT to successfully build, field, train, and support capabilities for end users.

3.22.4 Systems Engineering Process Improvements

The contractor shall provide the expertise to support the TacMobile IPT% effort to improve systems engineering
and business processes. The goals of this angoing effort are to do more with fewer resources, increase the speed
of delivery for products and services, and to improve the quality of the products and services delivered to end
users. This is to being accomplished through the following activities:

1) Align the TPT Structure with best practices for a product oriented integrated product and process
development team,

2) Improve the management of the IPT’s human capital through a dedicated and focused skifls inventory and
training program known as ‘TacMobile University.

3) Improve the speed and responsiveness of the development value stream to keep pace with the end users’
needs for new capabilities, enhancement, modernization, sustainment engineering and field support.

4) Improve the supply chain operations to deliver greater efficiency, decrease cost, increase speed to delivery
and reduce process related risk.

5} Improve the production operation deliver greater efficiency, decrease cost, increase speed to delivery and
reduce process related risk.

6) Initiate a value stream change process that will evolve the value stream rapidly and efficiently to meet the
future needs of the IPT.

3.22.4.1 The contractor shall provide expertise to review the IPT’s ‘as-is’ process documentation, compare

it to actual processes in use through evaluation of actuals and provide the IPT% leadership
team with identified best practices and recommendations for process changes including process sunset and
improvements.

3.224.2 The contractor shall collect and assess *as-is’ performance metrics and shall make
recommendations for the creation of new performance measurements.
3.22.4.3 The contractor shall lead the effort of performing root cause analysis on key performance

shortfalls and shall create a Corrective Action Plan with a suggested approach for each e.g, Just Fix It, Queue for
BPR, Tools, Environment, People, etc,

32244 The contractor shall develop an ideal state Concept of Operations for the efforts of the IPT to
include development, production, fielding and sustainment phases.

3.22.4.5 The confractor shall perform a gap analysis between ‘as-is’ and ideal state Concept of Operations,
3.22.4.6 The contractor shall develop a future state for the TacMobile IPT Systems Engineering and
Business Operations Value Sircam in accordance with the Space and Naval Warfare System Center Atlantic Joint
Framework.

3.22.5 Systems Engineering Toolset Support (IBM Rational)

The contractor shall host and administer the existing government directed tool suite (IBM Rational) including
server hardware, virtualized server Operating Systems (OS), database maintenance and administration, and user
administration.

3.22.5.1 The contractor shall support the TacMobile IBM Rational server hardware and software suite
integration of the following Rational software: Rational Quality Manager {RQM), Rational Team Concert (RTC)
Rational RequisitePro, Rational DOORS Next Generation (NextGen), Rational System Architect (SA), Rational
SA DODAF Plug-in, Rational ClearQuest, and Rational Publishing Engine (RPE); Rational software dependencies
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include Microsoft (MS) Windows Server 2012, MS SQL Server 2012, VMware ESXi, VMware vCenter
appliance, VMware VDP, Microsoft IS, Active Directory, Crystal Reports, IBM Websphere, Apache, MS Office,
Remote Desktop Services, and Adobe Reader.

32252 The coniractor is responsible for administering and maintaining the hardware and software suite
including maintaining a user portal for password management, security updates, software updates or upgrades,
custom script creation, custom report creation, run compiles, assist government personnel with schema
modifications, database mappings, dashboards, database backups, system backups, virtualization management, load
balancing servers to ensure high availability, wellness monitoring, maintain TA posture, follow industry best
practices.

32253 The contractor shall complete data and user migration to the IBM Jazz Team Server {JTS) suite.

3.22.5.4 The contractor shall provide Web services for all web-enabled Rational preducts for up to 200
ugers; and provide continuity of the existing secure VPN connect for up to 10 users, provide Remote Deskiop
support for thick client access for up to 10 users.

3.22.55 The contractor shall maintain the existing Development and a Test Environment for use in
evaluating pre-production releases. The DTE does not need to be accessible outside of the contractor facility.

3.22.5.6 The contracter shall provide heip desk support, to include disaster recovery, from 0800 to 1600
EST Monday through Friday, excluding government holidays. ’

3.22.5.7 The contractor shall support the fransition of the entire TacMobile Rational
Environment/infrastructure to a government designated facility.\

3.22.6 Future Planning Suppost
The contractor shall provide expertise to support to the IPT through the process of developing various
requirements and architecture products required of an ACAT III POR.

3.22.6.1 The contractor shall provide expertise to support the IPT with those tasks required to ensure
integration with future Joint and Family of systems C2 and ISR capabilities through analyses, engineering,
documentation development with defined acquisition templates, Course of Action (COA) development tasks;
planning for interoperability with other systems/platforms; speed to capability development efforts; and ensuring
external system guidance/directives are adhered to by the IPT.

3.22.6.2 The contractor shall develop and maintain Requirements Traceability Matrices (RTM) for
TacMobile IPT within the AIR Sub-Portfolio.

3.22.6.3 The coniractor shall assist government Test Leads by performing reguirements analysis in support
of scope definition and reconciling trouble reports and test results against the requirements baseline,

32264 The contractor shall support the development of Business Case Analyses to help the IPT
determine the cost, benefit and performance impacts of Change Requests for future software and sub-system
modifications in the TacMobile Requirements Management process.

5 The contractor shall provide support for DoDAF v2.02, with the JCIDS (Joint Capabilities Integration &
Development System) process, and IBM Rational System Architect in generating produects for supporting the
TacMobile acquisition milestones, 3.22.6.6 The contractor shall support the IPT’s leadership team in
performing risk analysis for each of the requirements and shall keep up to date the risk exchange records for these
risks,

3.22.7 Software Engineering
The contractor shall provide expertise to support the software engineering activities required to develop the
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changes to the TacMobile C2 and ISR capabilities in support of MPRF, FOS and Joint mission sets.

3.22.7.1 The contractor shall provide expertise to perform software research, design, development, unit test,
requirements validation and engineering support required to enable the TacMobile IPT o provide C2 and ISR
capabilities in support of Tuture changes to Joint and FoS capabilities,

322,72 The contractor shall provide expertise to support the initial design documents and AoAs for
proposed actions resulting from propesed changes to Joint Community C2 and FoS platforms.

3.22.73 The contractor shall provide expertise in system administration of a RHEL environment. The
contractor shall have the ability to conduct diagnostic troubleshooting and maintenance of the servers,
workstations and network devices.

32274 The coniractor shall provide senior expertise with sofiware development using Java and C++ona
RHEL O8 environment. Experience with Security-Enhanced Linux (SELinux), VM Ware, SQL Server and Bash
scripting. Extensive knowledge in TCP/IP socket programming, Active Directory/LDAP and encryption librarfes,
The contractor shall have understanding of Information Assurance compliance, integration and testing.

3.22.7.5 The contractor shall provide expertise in software integration with Windows and RHEL 08
environments. Ability to produce 1A secure STIG compliant OS environmends. Ability to conduct diagnostic
troubleshooting and maintenance of the software images for servers and workstations to ensure compatibility with
hardware variants. The contractor shall have expertise in paich development for release of JAVA updates or
vendor specific patches.

3.22.7.6 The contractor shall provide expertise (o support the development of sofiware documentation to
such as Interface Control Document (ICD), Interface Design Document (IDD), Software Version Documents
(SVD), Software Install Guides, Software Build Plans and applicable licensing information. Documents shall be
in accordance with Government approved format, (CDRL T013)

3.22.7.7 The contractor shall provide sub-system verification support at TacMobile related Systems
Integration Labs for ISR platforms.

3.22.8 Technician Baseline Integration of [lardware, OS, and Software Solutions

The contractor shall provide computer engineering, systems engineer/administrator, and technician expertise to
support the creation, building, fielding, and maintenance of hardware, OS, sofiware baselines, and training for
TacMobile sub-systems, '

3.22.8.1 The contractor shall support the integration of future developmental sub-system components
required to meet functional and information assurance requirements in a Joint system of systems environment,

32282 The contractor shall support the TacMobile IPT efforts for HW, SW and Data Library
configuration management through the change management process for updated baselines.

3.22.83 The contractor shall support documentation development related to sub-system components to
enable the TacMobile IPT to successfully build, field, train, and support capabilitics for cnd users. Types of
documentation expected to be supported include SOVT, PITCO, user manuals (operator and administration),
installation guides, assembly drawings, Installation Requirement Drawings (IRDs) and Installation Design Plans
(IDPs). Documents shall be in accordance with Government approved format.

3.22.9 System Information Assurance

The contractor shall provide expertise to supporl information assurance efforts required by the DoD 8570.01-M.
IA support will be required for the full TacMobile life cycle from ISSE support during development of
requirements through to TAV response during sustainment. The contractor shall provide support for IA to include
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applicable research, sysiem scans and the modification and development of new accreditation packages for
changes to TacMobile C2 and ISR support capabilities.

3.22.9.1 The contractor shall provide security/IA requirements for new capabilities by identifying controls
to be put in place for the identitied systems and networks. The contractor will recommend, and adopt if necessary,
processes for maintaining and enforcing security/IA for identified systems, networks and applications in support of
security engineering. :

3.2292 The contractor shall provide TA support during the development phase of the TacMobile lifecycle
through sub-system vulnerability assessments in the form of technical and non-technical assessments, manual
reviews, inspections, and interviews. '

3.22.9.3 The contractor shatl develop documents that will be a part of the TacMeobile IPT C&A efforts
inclhuding RMF documents as well as updates to the existing DIACAP documents for the variety of existing ATOs
and IATOs. Certification and Accreditation (C&A) will follow the Risk Management Framework (RMF) process.

3.2294 The confractor shall manage IAVs during the development phase in accordance with the
TacMobile IAVM Plan including support to the FAM and FCB processes for notification of required changes at
enclaves.

3.22.9.5 The contractor shall provide support for the verification of new capabilities as well as regression
testing to verify that the introduction of new components into the overall system has not caused unwanted

changes.

3.22.9.6 The contractor shall provide support for the Information Assurance verification activities leading
to a signed TacMobile Test Report or Operational Assessment (OA) or Letter of Observation (L.OQ).

3.22.10 Procurement Support

3.22.10.1 The contractor shall maintain, track, and update requirements in the BOM; provide projections of
procurement lead times; and provide status of ongoing procurements.

3.22.10.2 The contractor shall coordinate technical configuration requirements and hardware vendor inputs
with the BOM.
3.22.10.3 The contractor shall coordinate material receipt with the central warehouse to capture and maintain

records of OEM serial numbers and N-ERP assigned serial numbers.

3.22.10.4 The contractor shall communicate Government technical configuration requircments to hardware

vendors.
3.22.10.5 The confractor shall communicate hardware vendor inputs to Materials Procurement Lead.
3.22.10.6 The contractor shail perform market research and support Government evaluation of hardware

vendor proposals based on cost, ability to meet critical delivery schedule, and equipment specifications.
3.22.11 Pre-Instaliation Engineering Support

3,22.11.1 The Contractor shall support Technical Meetings with NAVAIR, aircraft coniractors and RAF personnel.
(CDRL T002, T003)

3.22,11.2 The Coniractor shall provide software design, development, infegration and testing of the MTOC, FAK and
SAT, Software development will allow for complete processing of preflight, inflight and post flight data. (CDRL
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T004)

3.2211.3 The Contractor shall provide updated Sowrce Code and associated Source Code documentation for ail
software. (CDRL T014)

322114 The Contractor shall provide technical suppoit Project Lead during design meetings with NAVAIR,
aircraft contractors, and RAF to define hardware and sofiware requirements,

322115 The Contractor shall provide technical support for testing,
322116 The Contractor shall provide system administrator support.
322117 The Contractor shall provide support in the development and execution of software test plan and

procedures. (CDRL TOI35)

3.22,11.8 The Contractor shall develop test report. (CDRL T005)
322,119 The Contractor shall provide support in the development of System Administration Guide. (CDRL
T009)

3.22.11.10 The Contractor shall provide support in the development of System Requirements Specification (SRS) and
other Requirements documentation by the Government, '
3.22.11.11 The Contractor shall provide support in the development of Software Version Description (SVD) and other
software documentation by the Government.

3.22.11.12 The Contractor shall provide technical support at RAF Ground Support labs and sites for hardware
integration and testing.

3.22.§1.13 The Contractor shall perform Pre-Installation Testing and Check-Out (PYTCO) or equivalent for system
verification prior to delivery lo customer. (CDRL T007)

3.22.11.14 The Contractor shail develop System Operational Verification Test (SOVT) documentation, (CDRL TG07)

3.22.11.15 The Contractor shall develop an Installation Design Package (IDP) or equivalent, and as approved by the
Project Lead. (CDRL T016)

3.22.11.16 The Contractor shall develop, update and deliver software build/load plans during development and upon
systemn completion.

3.22.11.17 The Contractor shall identify and deliver a fist all consumables and critical spares to suppoit the RAF,
MTOC and FAK to the Sub-IPT Lead/Project Team Lead.

3.22.11.18 The Contractor shail provide Engineering Change Proposal (ECP) Analysis and ECPs. (CDRL T010)
3.22.11.19 The Contractor shall develop Engineering Drawings, (CDRL T016)}

3.22.11.20 The Contractor shall respond to discrepancies, and develop/defiver Program Trouble Reports during afl
component and developmental testing phases. (CDRL T011)

32212 Installation Engineering Support

3.22.12.1 The Contractor shall support Fechnical Meetings. (CDRL T003)




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL

N65236-14-D-4925 N6523618F3028 66 of 91
322122 The Contractor shall perform system operation verification at site prior to installation.
3.22.12.3 The Contractor shall support hardware/software integration, test, installation, overall system

verification and training for the RAF MTOC, FAK and SAT. (CDRL T005)

322124 The contractor shall perform The contractor shall perform travel associated-with systetm support,
integration, test installation and training for MTOC, FAK and SAT. (CDRL T002)

322.12.5 The Contractor shall provide technical system support Project Lead during installation of the MTOC,
FAK aud SAT.

3.22.12.6 The Contractor shalt report discrepancies into ISS as identified during installation. (CDRL T011)
3.22.12.7 The Contractor shall perform OCONUS Travel associated with system installation. (CDRL T002)
3.22.13 Post Instaliation Engineering Support

The Congractor shall provide engineering support for resolution of SOVT discrepancies found during

installation. Refer to ISS section for procedures with responding to discrepancies.

3.22.12.1 The Contractor shall provide Sofiware Maintenance Capability for RAF through software
maintenance technical support.

322.12.2 The contractor shall provide software maintenance and updates for aircraft interface software to
support documented changes to the MPRA (P-8).

3.22.12.3 The contractor shall access the ISS maintenance ticket and tracking site for responding to,
and cotrecting engineeting discrepancies.

3.22.12.4 The contractor shall repair or provide replacement of broken fets/software deficiencies.

3.22.12.5 The contractor shall provide. The contractor shall provide technical assistance via phone and/or
email to resolve hardware and softwate problems.

3.22.12.6 The contractor shall provide technical assistance via software patches to resolve software
discrepancies.

3.22.12.7 The contractor shall provide training assistance via phone and/or email to resolve training shorifalls,
322.12.8 The contractor shall provide Corrective maintenance services as soon as possible after request from

the Project Lead or the RAF has been received.
3.22,12.9 The contractor shall provide red-lined updates to existing Program of Record (PoR) RAF drawing
packages to include the MTOC, FAK and SAT System Upgrades and deliver the updated baseline drawing package

to Project Lead after installations.

323 EQUIPMENT AND MATERIAL PROCUREMENT
N/A

4.0 INFORMATION TECHNOLOGY (IT) SERVICES REQUIREMENTS
The contractor shall provide Information Technology support in accordance with the basic contract requirements.

4.1 ACQUISITION OF COMMERCIAL SOFTWARE PRODUCTS AND HARDWARE
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Tn accordance with the basic contract, the contractor shall purchase commercial software products, hardware,
and/or provide related services supporting Navy programs and projects from approved sources in accordance with
the latest DoN and DoD policies.

4.2 CYBERSECURITY SUPPORT

4.2.1 Cybersecurity Workforce (CSWF) Designation

CSWF contractor personnel shall perform cybersecurity functions. In accordance with DoD 8570.01-M
Information Assurance Workforce Improvement Program Manual, the CSWF is comprised of the following
categories: IA Technical (JAT) and IA Management (IAM)); and specialties: Computer Network Defense Service
Providers (CND-SPs} and IA System Architects and Engineers (IASAEs). Based on the IA function provided by
the individual, an TA designator is assigned that references an IA category or specialty. The following Labor
Categories shall meet the IA Designator, IA Level/Position, and have the estimated Primary/Additional/Embedded
hours performing TA duties: (CDRL TG12)
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Labor
Category

Quantity

Personnel

(b)(4)

Cybersecurity
Contractor
Team Lead

Cybersecurity
Requirements
Lead

Cybersecurity
Software
Development
Lead

Cybersecurity
Test Lead

Cybersecurity
Certification
and
Accreditation
Processes
Lead

Cybersecurity
Software
Development
Suppott

Cybersecurity
Tester

Cybersecurity
Tester

Cybersecurity
Tester

Cybersecurity
Operations
and
Maintenance
Support

Cybersecurity
Certification
and
Accreditation
Processes
Support

(b)(4)
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5.0 TASK ORDER ADMINISTRATION

Administration of the work being performed is required; it provides the Government a means for task order
management and monitoring. Regardless of the level of support, the ultimate objective of the contractor is
ensuring the Government’s requirements are met, delivered on schedule, and performed within budget.

5.1 CONTRACTING OFFICER REPRESENTATIVE (COR) DESIGNATION
The COR for this task order is identified in task order clause 5252.201-9201.

5.2 BASIC CONTRACT REQUIREMENT

In accordance with the basic contract PWS and the requirements of this task order PWS, the coniractor shall
devetop and submit documentation (see CDRL under Para 6.1.1) for task order administration. (CDRL A003,
AQ05, A008, AD0Y, TOOL, T004, TO12)

6.0 DOCUMENTATION AND DELIVERABLES

6.1 CONTRACT DATAREQUIREMENTS LIST (CDRLs)

6.1.1 Administrative CDRL
The following fable lists all required administrative data deliverables, CDRLs, applicable to this task:
Security
CDRL . . ‘ Classification
Deliver
4 eliverable Title PWS Reference Para Frequency Date Due (up to S/TS or
unclassified)
' 30 Days Up to TS/
A0D3 Task Order Status 3.1.2,33.2,3.5.2, MTHLY after TO SCI
Report 3.7.2,3.92,3.11.2, award Access
3.13.2,3.15.2, (DATO)
3.17.2,3.19.2, and
3.21.2,5.2.8.1.2, monthly on
8.3,10.0 the 10th
. NLT 15 Up to TS/
A005 Task Order Closeout 59 ITIME days beflore SCI
Report completion | Access
date
NLT 10 Up to TS/
. DATO; SCI
One time revision Access
A008 Cost and Milestones 5 Wltlll- NLT 7 days
Schedule Plan revisions after receipt
(ONE/R) of Gov’t
review
30DATO | UptoTS/
Contractor CPARS and SCI
A009 | Draft Approval 5.2 MTHLY monthly on | Access
Document (CDAD) the 10




CONTRACT NO.
N65236-14-D-4925

DELIVERY ORDER NO.
N6523618F3028

PAGE
70 0f91

FINAL

CDRL

Deliverable Title

PWS Reference Para

Frequency

Date Due

‘Security

Classification
(up to S/TS or
unclassified)

Report

T001

Invoice Support
Documentation

5.2

ASREQ

Within 24
hrs from
request

Upto TS/
SCI
Access

T002

Trip / Technical
Report

3.1.2,3.3.2,3.4.6.1,
3.4.7.4,3.4.7.7,
3.5.2,3.6.6.1,
3.6.7.4, 3.6.7.7,
3.7.2,3.8.5.1,
3.8.6.4,3.8.6.7,
3.9.2,3.112,
3.12.8.1,3.12.9.4,
3.12.9.7,3.13.2,
3.14,10.1, 3.14.11 4,
3.14.11.7, 3.152,
3.16.12.4,3.16.12.7,
3.17.2,3.18.10.1,
3.18.11.4,3.18.11.7,
3.19.2, 3.20.10.4,
3.20.11.1,3.20.11.4,
320.11.7,3.212,
322.11.1,3.22.12.4,
322.12.7,11.1

ASREQ

10 Days
post trip

Up to TS/
SCI
Access

T003

Conference,
Meeting Minutes &
Presentations
Reports

3.1.2,3.3.2,3.4.6.1,
3.4.7.1,3.5.2,
3.6.6.1,3.6.7.1,
3.7.2,3.8.5.1,
3.8.6.1,3.92,
3.11.2,3.12.8.1,
3.12.9.1,3.13.2,
3.14.10.1, 3.14.11.1,
3.15.2,3.16.11.1,
3.16.12.1, 3,172,
3.18.10.1,3.18.11.1,
3.19.2, 3.20.10.1,
3.20.11.1,321.2,
3.22.11.1,3.22.12.1

ASREQ

10th of
Each
Month

Up to TS/
SCI
Access

T004

Limitation
Notification &
Rationale

5.2

ASREQ

Within 24
hrs from
occurrence

Up to TS/
SCI
Acocess
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6.1.2  Techaical CDRL

The following table lists all required technical data deliverables, (CDRLs), applicable to this task order:

CDRL
#

Deliverable Title

PWS Reference
Para

Frequency

Date Due

Security
Classification
{up to S/TS
or
unclassified)

A001

Software Development
Plan (SDP)

34.62,3.6.6.2,
3.8.5.2,3.12.82,
3,14.10.2,
3.16.11.2,
3.18.10.2,
3.20.10.2,
3.22.11.2

One time
with

revisions
(ONE/R)

30 DATO;
revision
NLT 7 days
after receipt
of
government
review

Up to TS/
SCIT
Access

T00S5

Acceptance Test Report /
Test Report
General/Software Test
Report

3.4.6.8,3.4.73,
3.6.6.8,3.6.7.3,
3.8.5.8,3.8.6.3,
3.12.8.8,
3.12.9.3,
3,14.10.8,
3.14.11.3,
3.16.11.8,
3.16.12.3,
3.18.10.8,
3.18.11.3,
3.20.10.8,
3.20.11.3,
3.22.11.8,
3.22.12.3

ASREQ

10t of Bach
Month

Upto TS/
SCI
Access

T006

Plans, Management/
Performance/Development

3.1.2,3.3.2,
352,372,
3.92,3.11.2,
3.13.2,3.15.2,
3.172,3.192,
3212

ASREQ

10t of Bach
Month

Up to TS/
SCI
Access

T007

Plans, :
Installation/Engineering
/Checkout

3.4.6.13,
3.4.6.14,
3.6.6.13,
3.6.6.14,
3.8.5.13,
3.8.5.14,
3.12.8.13,
3.12.8.14,
3.14.10.13,
3.14.10.14,

ASREQ

10% of Bach
Month

Upto TS/
SCI
Access
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CDRL Deliverable Title

PWS Reference
Para

Frequency

Date Due

Security
Classification
(up to S/TS
or
unclassified)

3.16.11.13,
3.16.11.14,
3.18.10.13,
3.18.10.14,
3.20.10.13,
3.20.10.14,
3.22.11.13,
3.22.11.14

Program Management

T008 | Report, General

3.1,3.3,3.5,37,
3.9,3.11, 3.13,
3.15,3.17, 3.19,
321

ASREQ

10% of Each
Month

Upto TS/
SCI
Access

T009 | Operator
Manual/Maintenance
Manual and/or User

Technical Manual

3.4.6.9,3.6.69,
3.8.5.9, 3.12.8.9,
3.14.10.9,
3.16.11.9,
3.18.10.9,
3.20.10.9,
3.22.11.9

ASREQ

Prelim — 90
days prior
to system
delivery,
final-IDT
30 days
after
approval

Up to TS/
SCI
Access

Engineering Change

To10 Proposal (ECP) Analysis

3.4.6.18,
3.6.6.18,
3.8.5.18,
3.12.8.18,
3.14.10.18,
3,16.11.18
3.18.10.18,
3.20.10.18,
322.11.18

ASREQ

10th of Each
Month

Upto TS/
SCI
Access

Program Trouble

TO11
Reports(PTRs)

3.4.6.20,
3.4.7.6,
3.6.6.20,
3.6.7.6,
3.8.5.20,
3.8.6.6,
3.12.8.20,
3.12.9.6,
3.14.10.20,
3.14.11.6, .
3.16.11.20,

ASREQ

10™ of Each
Month

Up to TS/
SCI
Access
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Classification
:;DRL Deliverable Title :Yas Reference Frequency | Date Due (up to S/TS
or
unclassified)
3.16.12.6,
3.18.10.20,
3.18.11.6,
3.20,10.20,
3.20.11.6,
3.22.11.20,
3.22.12.6
Tory | Cyber Security Workforce | 42.1,52,8.12 | ey | 1ot of gcplto s/
(CSWF) Report 8.3 Rach Month | Access
3.2.2.6, Up to TS/
TO13 | Software Build Plan 3.2.4.11, ASREQ | 10th of Each | SCI
3.10.2.5, Month Access
3.104.11,
3.12.3.3,
3.14.7.1.3,
3.16.7.6,
3.18.7.6,
3.20.7.6,
3.22.7.6
Up to TS/
T014 | Source Code ONE/R 14 days SCl
3.4.63,3.6.6.3, :zif;‘;’eﬁon Access
3.8.5.3,3.12.8.3, of task
3.14.10.3, order:
3.16,11.3, L
518103, rovision
3.20.10.3, after recciB;)t
322.11.3
of
government
review
34.6.7,3.6.6.7, ASREQ 15 working | Up to TS/
TO15 | Test Plan/Test and 3.8.5.7,3.12.8.7, days after | SCI
Evaluation Master Plan 3.14.10.7, Government | Access
(TEMP)/Test Procedures 3.18.10.7, approval -
and Specifications 3.20.10.7,
Acceptance Test 322117
Plan/Security Test Plan
and Evaluation
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Classification
CDRL Deliverable Title PWS Reference Frequency | Date Due (up to S/TS
# Para or
unclassified)
3.4.6.15, Up to TS/
T0l6 | Installation Design 3.4.6.19, ASREQ 10t of Each | SCI
Package/As-Built 3.6.6.15, Month Access
Drawings, General 3.6.6.19,
3.8.5.15,
3.8.5.19,
3.12.8.15,
3.12.8.19,
3.14.10.15,
3.14.10.19,
3.16.11.15,
3.16.11.19,
3.18.10.15,
3.18.10.19,
3.20.10.15,
3.20.10.19,
3.22.11.15,
3.22.11.19
3.4.1.1,3.6.1.1, Draft Final- | Up to TS/
T017 | Training Course / 3.14.1.1, ASREQ | 2 weeks SCl1
Curriculum Outline 3.16.1.1, before 15t Access
3.18.1.1, in-progress
3.20.1.1,3.22.1.1 review,
Final -2
weeks
before IPR,
Change
Pages — 30
days after
receipt of
government
approval

7.0 QUALITY

The contractor shall provide quality support in accordance with the basic contract requirements.

8.0 SECURITY

8.1 ORGANIZATION

8.L1

Security Classification
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As specified in the DoD Contract Security Classification Specification, DD Fotm 254, the contractor shall perfortm
classified work under this task order. Prior to commencement of classified work, all personnel shall have a
SECRET personnel clearance (PCL) and some personnel shall have TOP SECRET with Sensitive Compartment
Information (SCI) access facility clearance (FCL).

8.1.1.1 U.S. Government security clearance cligibility is required to access and handle classified and certain
controlled unclassified information (CUT), atiend program mectings, and work within restricted areas unescorted.
Access to SCI is {imited to U.S. Government Facilitics or other U.8. Government sponsored SCI Facilities
(SCIFs) authorized on the DD254. The contractor shall not generate any SCI deliverables.

8.1.1.2 This task order allows for various levels of sccurity to support specific PWS tasks. The following table
outlines the minimum required security clearance per task. The contractor shall provide personnel meeting the
specific minimum personnel clearance (PCL) to support the PWS tasks listed below:

Required Security Clearance PWS Task Paragraph
Secret 3.2,34,3.6,3.8,3.10, 3.12,

3.14, 3,16, 3.18,3.20, 3.22
Top Secret/SCI access 3.1-3.22

8.1.2 Security Officer

The contractor shall appoint a Facility Security Officer (FSO) to support those conlractor personnel requiring
clearance and/or access to Government facility/installation and/or access to information technology systems under
this task order. The FSO is typically key management personnel who is the contractoi’s main POC for security
issues. The FSO shall have a U.S. Government security clearance egual to or higher than the FCL required on
this/task order. The FSO shall be responsible for tracking the security requirements for all personnel
{subcontractors included) utilized on task order. Responsibilities include tracking all personnel assigned
Goverament badges and enfering/maintaining personnel security mandatory training information within the
Staffing Plan document, which is an attachment to the task order status report (TOSR) (CDRL A003), and if
applicable, updating and tracking data in the CSWF Report (CDRL T012).

8.2 PERSONNEL

Prior to any fabor hours being charged on task order, the contractor shall ensure their personnel (including
administrative and subcontractor personnel} have obtained and can maintain favorable background investigations
at the appropriate level(s) for access level required by this task order, and if applicable, are certified/ credentialed
for the CSWF. Investigations are not necessarily required for personnel performing unclassified work who do not
require access to Government installations/facilities and/or Government IT systems/IT resources.

Prior to task order support, all personnel shall possess a SECRET personnel clearance (PCL) and some personnel
shatl possess TOP SECRET- SENSITIVE COMPARTMENTED INFORMATION access (PCL).

3.3 MANDATORY TRAINING

Specific contractor personnel (including subcontractors) shall complete mandatory training based on the access
required and work site location. The contractor shall report individual personnel raining status in the monthly
task order status report (TOSR} Staffing Plan, Training tab (CDRL A003) Attachment 1 of Exhibit A), and for
Cybersecurity Workforce (CSWF) contractor personnel, the contractor shall identify all mandatory cybersecurity
training and certifications in the CSWF Report (CDRL T012)

9.0 GOVERNMENT FURNISHED INFORMATION (GFT)
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Government Furnished Information {GFI) is Government owned intellectual property provided to contractors for
performance on a task order. For the purposes of this task order, GFT includes manuals, technical specifications,
maps, building designs, schedules, drawings, test data, etc. Depending on information contained in a document,
the contractor shall comply with additional conirols (e.g., completion of a Non-Disclosure Agreements, etc.) for
access and distribution.

GFT is utilized on this task order. Any applicable document (PWS Para 16.0) not available online, the
Government will provide document as GFI listed in the table below. The coniractor shall inventory all GFI by
tracking distribution and location and provide a GFI inventory to the Government. The contractor shall use the
GFI provided to support this task order only — use of GFI document(s) to support other projects beyond this task
order is not allowed. Unfess otherwise specified, all GFI will be provided by the Government by the estimated
delivery date listed in the table below, and the coniractor shall return all GFT to the Government at completion of

“the task order. If a contractor requires additional GFI other than what is listed, the contractor shall submit a
request to the COR within 30 days after task order award.

Ttem # Description GFI Estimated Delivery Date
001 Engineering drawings 7 days after TO award

MS Word or PDF copies of
002 technical documentation required | 7 days after TO award

for IV&V.

10,0  GOVERNMENT PROPERTY

As defined in FAR Part 43, Government property is property owned or leased by the Government which includes
Government-furnished (GFP) and Contractor-acquired property (CAP). Government properly is material,
equipment, special tooling, special lest equipment, and real property.

NOTE: NMCT computers will be assigned to a contractor. Prior to a NMCI computer being removed from a
Government facility, the contractor employee shall possess at all times a Property Pass (OF-7) with each NMCI
asset that will be authorized and signed by the COR or other authorized Government personnel. Although NMCI
assels are not iracked as GFP, the contractor shall separately track and repori all NMCT assets assigned to all
contractor employees for use on this task order. For reporting purposes, the contractor shall include a list of
NMCI assets assigned to this task order (separate from the GFP inventory list) in the TOSR (CDRL AQ03).

0.  GOVERNMENT-FURNISHED PROPERTY (GFP)

As defined in FAR Part 45, GI'P is property in the possession of, or directly acquired by, the Government and
subsequently furnished to the contractor for performance of a contract. GFP includes spares and propeity
furnished for repair, maintenance, overhaul, or modification, GFP includes Government-furnished equipment
(GFR), Government-furnished material (GI'M), Special Toofing (ST) and Special Test Equipment (STE).

GFP will not be provided on this task order.
10.2 CONTRACTOR-ACQUIRED PROPERTY (CAP)

As defined in FAR Part 45, CAP is propetty acquired, fabricated, or otherwise provided by the contractor for
performing a contract and to which the Government has title but has not yet performed receipt and acceptance.
CAP consists of Contractor-acquired equipment (CAE), Contractor-acquired material (CAM), ST, and STE.

Pursuant o SPAWARINST 4440.12A, the contractor shall provide CAP identified in the table below. CAP items
are acquired, fabricated, or otherwise provided by the contractor to support the task order and may be wholly
provided to Space and Naval Warfare Systems Center Atlantic, incorporated into a system, consumed, or delivered
as an end item in the performance of the lask order. Prior to actual items being acquired, fabricated, or otherwise
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provided, the coniractor shall obtain COR concurrence.
CLIN 4102/5102- PMW 750 OPN
Item # Description, CAP Unit/Issue | Quantity
1 Binders 1/2" EACH 250
2 Binders 1" EACH 50
3 Binders 1 1/2" EACH 15
4 8.5x11 281b paper (half | EACH 15
case)
5 11x17 281b paper EACH 30
(ream)
6 DVD+R Printable PACK 2
{50/pack)
7 Dividers 11x17 EACH 15
8 DVD+RW (30/pack) PACK 18
9 CD labels {250/pack) PACK 1
10 11x17 Presshoard EACH 285
Folders
i1 Pencils (12/pack) PACK 2
12 Pens (4/pack) PACK 36
13 Highlighters PACK 5
14 Post-1t Flags PACK 12
15 Erasers (3/pack) PACK 5
Divider Labels - 11x17 | PACK 4
16 (240 per pack)
17 6in Digital Caliper EACH 2
't Clear Front Report PACK 16
18 Covers (25/pack)
19 11x17 .5" Binder EACH 50
20 11x17 1" Binder EACH 200
21 11x17 1.5" Binder EACH 50

103 TRANSPORTATION OF EQUIPMENT/MATERIAL

No transportation of equipment/material is required by the contractor on this task order

11.0 TRAVEL

1.1 LOCATIONS

The contractor shall be prepared to iravel to the following locations. Prior to any travel taken in support of this task
order, the contractor shall obtain COR concurrence. Travel to foreign countries outside of the continental United
States (OCONUS) is required. The applicable countries include the following in Attachment #2. Prior to travel, the
contractor shall meet all necessary travel requirements for their company and personnel to support work in the noted
foreign OCONUS sites. (CDRL T002)

CLIN 4001/5001; PMW 750 RDT&E
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# Trips | # People | # Days # Nights From (Location) To (Location)
3 1 5 4 Charleston, SC Patuxent River,
MD
1 1 5 4 Charleston, SC Jacksonville, FL
1 1 5 4 Charleston, SC San Diego, CA
1 I 10 10 Charleston, SC Kadena, Japan
1 1 10 10 Charleston, SC Whidbey Island,
WA
1 1 10 10 Charleston, SC Sigonella, Italy
3 1 5 4 Patuxent River, Charleston, SC
MD
1 1 5 4 Patuxent River, Jacksonville, FL
MD
1 1 5 4 Patuxent River, San Diego, CA
MD
I 1 10 10 Patuxent River, Kadena, Japan
MD ‘
I 1 10 10 Patuxent River, Whidbey Island,
_ MD WA
1 1 10 10 Patuxent River, Sigonella, Italy
MD

CLIN 4101/5101: PMW 750 OMN

# Trips # People #Days #Nights From (Location) | To (Location)

3 1 5 4 Charleston, SC 113;;;*@ River,
3 1 5 4 Charleston, SC Jacksonville, FL.
] 1 5 4 Charleston, SC San Diego, CA
3 1 10 10 Charleston, SC Kadena, Japan
3 1 10 Whidbey Island,

10 Charleston, SC WA

1 I 10 10 Charleston, SC Sigonelia, Italy
2 ! 5 10 Ez]t)uxent River, Charleston, SC
3 1 5 10 Ii:/ell]guxent River, Jacksonville, FL.
1 1 5 10 i’jtgxent River, San Diego, CA
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3 1 10 10 i/zll:guxent River, Kadena, Japan
3 I} 10 10 Patuxent River, Whidbey Island,
MD WA
1 1 i .
10 10 Pl\;a,glxen‘[ River, Sigonella, Italy

CLIN 4102/5102: PMW 750 OPN

# Trips # People # Days # Nights From (Location) To {Location)
3 1 5 4 Charleston, SC Patuxent River, MD
2 1 28 27 Charleston, SC Jacksonville, FL
1 1 30 30 Charleston, SC | Manama, Bahrain
1 30 30 Charleston, SC Kadena, Japan
! ! 28 28 Charleston, SC ﬁldbey Island,
1 1 30 30 Charleston, SC K-Bay, Hawaii
1 1 15 15 Charieston, SC Dallas, TX
3 1 5 4 i?tgxent River, Charleston, SC
2 3 78 28 Patuxent River, Jacksonville, FL,
MD
1 2 30 Patuxent River, Manama, Bahrain
30
MD
! 2 30 30 i’:};uxent River, Kadena, Japan
1 2 98 28 Patuxent River, Whidbey Island,
’ MD WA
1 2 20 30 lg/allgxent River, K-Bay, Hawaii
i 1 21 20 i;l]t)uxent River, Dallas, TX
CLIN 4103/5103;: PMA 290 APN
# Trips # People # Days # Nights From (Location) | To (Location)
1 1 5 4 ijgxem Rivet, | Charleston, SC
1 Patuxent River,
1 5 4 Charleston, SC MD
CLIN 4104/5104: PMA 290 RDT&E
r# Trips l # People l #Days l #Nights l From (Location) l To (Location)
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3 1 5 4 Charleston, SC Patuxent River, MD
1 1 5 4 Charleston, SC Jacksonville, FL
1 1 5 4 Charleston, SC San Diego, CA
1 1 10 10 Charleston, SC Kadena, Japan
1 l 10 10 Charleston, SC Whidbey Island, WA
1 1 10 10 Charleston, SC Sigonella, Italy
3 1 Patuxent River,
5 4 MD Charleston, SC |
1 1 Patuxent River, .
5 4 MD Jacksonville, FL,
1 1 Patuxent River, .
5 4 MD | San Diego, CA
1 1 Patuxent River,
10 10 MD Kadena, Japan
1 i Patuxent River, .
10 10 MD Whidbey Island, WA
i 1 Patuxent River, .
10 10 MD Sigonelia, Italy
CLIN 4105/5105: AUSTRALIA
# Trips # People | #Days #Nights From (Location) To (Location)
3 i 4 Patuxent River,
5 Charleston, SC MD
1 1 5 4 Charleston, SC Jacksonville. FL
| 1 5 4 Charleston, SC San Diego, CA
1 1 10 10 Charleston, SC Kadena, Japan
1 1 10 10 Charleston, SC Whidbey Island,
WA
1 i 10 10 Charleston, SC Sigonella, Italy
1 1 17 17 Charleston, SC Darwin, Australia
1 1 25 25 Patuxent River, MDD | Darwin, Australia
3 1 5 4 Patuxent River, Charleston, SC
MD
1 1 5 4 Patuxent River, Jacksonville, FL
MD
1 1 5 4 Patuxent River, San Diego, CA
MD
1 1 10 10 Patuxent River, Kadena, Japan
MD
1 1 10 10 Patuxent River, Whidbey Island,
MD WA
1 1 10 10 Patuxent River, Sigonella, Italy
MD :
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CLIN 4106/5106: UNITED KINGDOM

#Trips | # People | #Days #Nights From {Location) To (Location)
3 2 4 3 Charleston, SC Patuxent River, MD
1 1 5 4 Patuxent River, MD | Stennis, MS
1 2 6 5 Patuxent River, MD | Bristol, UK
1 2 6 5 Patuxent River, MD | Lossiemouth, UK
1 2 5 Whidbey Island,
4 Patuxent River, MID | WA
2 2 5 4 Patuxent River, MD | Charleston, SC
i 2 6 5 Charleston, SC Lossiemonth, UK
CLIN 4107/5107: NEW ZEALAND .
# Trips # People | #Days #Nights From (Location) To (Location)
5 2 Patuxent River,
1 11 MD Auckland, NZ
CLIN 4108/5108: NORWAY
# Trips # People | #Days #Nights From (Location) To (Location)
2 4 18 16 Patuxent River, MD | Oslo, Norway
1 2 6 5 Charleston, SC Oslo, Norway
2 2 5 4 Patuxent River, MD { Charleston, SC
2 4 Patuxent River,
3 3 Charleston, SC MD
i 1 5 4 Charleston, SC Stennis, MS
i 1 5 4 Patuxent River, MDD | Stennis, MS
5 5 Whidbey Island,
1 4 Patuxent River, MD | WA
4 5 Whidbey Island,
1 4 Charleston, SC WA
CLIN 4109/5109; SOUTH KOREA
# Trips | # People | #Days #Nights From (Location) To (Location)
2 5 18 16 Patuxent River, MD | Seoul, SK
CLIN 4110/5110: SAUDI ARABIA
# Trips | # People | #Days #Nights From (Location) To (Location)
5 18 Riyadh, Sandi
2 16 Charleston, SC Arabia
120 SAFETY ISSUES

Safety requirements are in accordance with the basic contract PWS,

13.0

SUBCONTRACTING REQUIREMENTS

13.1  APPROVED SUBCONTRACTORS
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Subcontracting requirements are in accordance with the basic contract. If the prime contractor is planning to
utilize subcontractor(s} on this task order, the applicable subcontractors shall be specified at task order award. Per
FAR clause 52.244-2, if a subcontractor (includes tier 1, tier 2, tier 3, etc.} is proposed by a prime and is not
approved on the basic contract, formal justification is required and subject to Government approval.

AT THE TIME OF AWARD ON 22 DEC 2017, | (b)(4) |18 THE ONLY

APPROVED SUB FOR THIS TASK ORDER.

146 ACCEPTANCE PLAN

Tnspection and acceptance is performed by the COR on all services, data, and non-data deliverables in accordance
with the QASP, Attachment #1,

150 OTHER CONDITIONS/REQUIREMENTS

15,1  FUNDING ALLOCATION

This task order is funded with multiple appropriations with various Accounting Classification Reference Numbers
(ACRNSs) which may or may not cross multiple contract performance years. Depending on the

services performed and the applicable timeframe, the contractor shall invoice cost in accordance with Section B,
Section C, and Section G of the task order award. Unless otherwise advised, the contractor shall itemize alt summary
of work and financial information in the CSR CDRL by each task order funding CLIN. The ability of the contractor
to perform adequate billing and accounting will be reflected in the contractor’s annual Government CPAR rating,

16.0 APPLICABLE DOCUMENTS (AND DEFINITIONS)
6.1 REQUIRED DOCUMENTS

The contractor shall utilize all required documents listed within the basic contract as applicable to this task order.
In addition, the following required documents are applicable to this task order:

Document Number Title
N65236-14-1)-4925 Basic Contract
EII:YQEA?\I-SOIE?(EW 93 Fleet Modernization Program
MIL-STD-24784 Technical Document Standards
MIL STD 1388.2B Technical Document Standards
MIL STD 4300.34 Technical Document Standards
Planned Maintenance System; Development of
MIL-P-24534A Maintenance Requirement Cards, Maintenance

Index Pages, and Associated Documentation

E0005-AC-HBK 010,

NAVSEA/SPAWAR TMMP Operations and Life

NAVSEA/SPAWAR Cycle Support Procedures
SPAWAR Policy, Procedures and Responsibilities
SPAWARINST 4160.3C for Technical Manual Management Operations and
Life Cycle Support
SECNAVINST 5239.3 Department of the Navy Information Assurance

Policy
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SPAWARSYSCENCHASINST | Administration of Contractor Employees Working in

J- 5000.1A SPAWARSYSCEN Atlantic, Charleston Facilities
Navy Information Assurance Publication 5239-13

k. OPNAVINST 5239.1b Vol. VII/IIT Certification & Accreditation Navy
Information Assurance Program

L ‘DobD Directive TS 3600.1 December 1992 Information Warfare )

m. | DoD Directive 5220.29-M E{Zgullag\??safl)gﬁ;smal Security Program Operating

n. DOD Directive 8500.1 Information Assurance

Computer Security Technical Vulnerability

0. | DODINST5215.2 Reporting Program (CSTVRP)

p. DoD Directive 5200.19 Control of Compromising Emanations
. DoDINST 8500.2 _ Information Assurance (IA) Implementation
r. DoD 8510.1-M DIACAP Manual

NIST Special Publication (SP) 800-53 Revision 4,
. NIST (SP) 800-53 Revision 4 | Security and Privacy Controls for Federal
' Information Systems and Organizations

t. UK-P-SAN FMS Letter of Offer and Acceptance (LOA)
. NORWAY-P-SAN FMS Letter of Offer and Acceptance (LOA)
v NEW ZEALAND-X-XXX FMS Letter of Offer and Acceptance (LOA)
W. SAUDI ARABIA-X-XXX FMS Letter of Offer and Acceptance (LOA)
X. SOUTH KOREA-X-XXX FMS Letter of Offer and Acceptance (LOA)

162 GUIDANCE DOCUMENTS
The contractor shall utilize all guidance documents listed within the basic contract as applicable to this task order.
163 SOURCE OF DOCUMENTS

The contractor shall obtain all applicable documents necessary for performance on this task order. Many documents
are available from online sources. Specifications and commercial/industrial documents miay be obtained from the
following sources:

Caopies of Federal Specifications may be obtained from General Services Administration Offices in Washington,
DC, Seattle, San Francisco, Denver, Kansas City, MO,, Chicago, Atlanta, New York, Boston, Dallas and Los
Angeles.

Copies of military specifications may be obtained from the Commanding Officer, Naval Supply Depot, 3801 Tabor
Avenue, Philadelphia, PA 19120-5099. Apptlication for copies of other Military Documents should be addressed to
Commanding Officer, Naval Publications and Forms Center, 5801 Tabor Ave., Philadelphia, PA 19120-5099,

All other commercial and industrial documents can be obtained through the respective organization’s website.

164 ACRONYMS

Acronym Definition
AL Action Item
AOA |Analysis of Alternatives
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ATOs Authority To Operate

C2 Command and Control

C&A Certification and Accreditation

CAE Contractor Acquired Equipment

CAM Contractor Acquired Material

CAP Contractor Acquired Property

Cl Configuration Item

COA Course of Action

COTS Commercial-Off-The-Shelf

CUP Capability Upgrade Program
Department of Defense Information Assurance Certification and

DIACAP Accreditation Process

ECP Engineering Change Proposal

FOS Family of Systems

FAM Fleet Assisted Maintenance

FCA Functional Configuration Audits

FCB Field Change Bulletin

FIT Fleet Introductory Training

FMS Foreign Military Sales

GFE Government Furnished Equipment

GEL Government Furnished Information

GFM Government Furnished Material

GOTS Government Off The Shelf

HW Hardware

IATOs Interim Authority to Operate

1ICD Interface Control Document

ICR In-Country Reprogramming

DD Interface Design Document

TDPs Installation Design Plans

IEEE & EIA Industry Electrical, Electronics Engineer (IEE) & the Electronic
Industry Alliance (EIA)

IMS Integrated Master Schedule

10C Initial Operational Capability

IPT - Integrated Product Team

IRDs Installation Reguirement Drawings

ISR Intelligence, Surveillance, and Reconnaissance

1SS International Site Support

IT Information Technology

IVAM Information Assurance Vulnerability Management

JCIDS Joint Capabilities Integration & Pevelopment System

LDAP Lightweight Directory Access Protocol

LCCB Local Configuration Control Board

LOA Letter of Offer and Acceptance

LOO Leiter of Observation
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TOC / MTOC Tactical Operations Center/Mobile Tactical Operations Center
MPRA Maritime Patrol and Reconnaissance Aircraft
MPRF Maritime Patrol and Reconnaissance Forces
MSI Master Site Inventory

O&M Operations and Maintenance

OEM Original Equipment Manufacturer

OJT On-the-job Training

PCA Physical Configuration Audits

PITCO Pre-Installation Testing and Check-Out

PM Program Manager

PoR Program of Record

PWS Performance Work Statement

QASP Quality Assurance Surveillance Plan

RAF Roval Air Force

RMF Risk Management Framework

ROKN Republic of South Korean Navy

RNoAF Royal Norwegian Air Force

RNZAF Royal New Zealand Air Force

RSNI Royal Saudi Naval Forces

RTM Requirements Traceability Matrices

SME Subject Matter Expert

SOVT System Operational Verification and Test
SPAWARSYSCEN Space and Naval Warfare Systems Center
SOQL Structured Query Language

SRS System Requirements Specification

STIG Security Technical Implementation Guide
SVD Software Version Description

SW Software

TACMASS Tactical Mission Acoustic Support System
TCP/IP 'Transmission Control Protocol/Internet Protocol
TO Task Order

USG United States Government

LIST OF EXHIBITS & ATTACHMENTS
Exhibit A -- CDRLs - DD FORM 1423
Attachment #1 — Quality Assurance Surveiilance Plan (QASP)
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SECTION E INSPECTION AND ACCEPTANCE
SECTION E INSPECTION AND ACCEPTANCE
CLIN INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY
4001/5001 Destination Government Destination Government
4101/5101 Destination Government Destination Government
4102/5102 Destination Government Destination Government
4103/5103 Destination Government Destination Government
4104/5104 Destination Government Destination Government
4105/5105 Destination Government Destination Government
4106/5106 Destination Government Destination Government
4107/5107 Destination Government Destination Government
4108/5108 Destination Government Destination Government
4109/5109 Destination Government Destination Government
4110/5110 Destination Government Destination (Government
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SECTION F DELIVERABLES OR PERFORMANCE

The periods of performance for the following Items are as follows;

4001
4101
4102
4103
4104
4105
4106
4107
4108
4109
4110

CLIN - DELIVERIES OR PERFORMANCE

12/22/2017 - 10/21/2018
12/22/2017 - 10/21/20618
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
12/22/2017 - 10/21/2018
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SECTION G CONTRACT ADMINISTRATION DATA

[ oo 1521.H0
SPAWAR Systems Center Atlantic PO box 190022

N. Charleston, SC 29419

[ (0)6) _|@navy.mil
843-218{b)(6]

SECTION G CONTRACT ADMINISTRATION DATA

CRM TRACKING# CRM-17-01911

The SPAWAR Atlantic Ombudsman is Steve Harnig, (843) 218-4560

252.204-0012 OTHER (SEP 2009)

CLINs have multiple funding from multiple customers. Payment cannot be made using any of the
current clauses due to one customer's funds would be paying for another customer's work, Use
PGI 204.7108 (d) 012 other and pay from the ACRNs cited on the invoice.

Government advises contractor on ACRNS to invoice.

5252.232-9208 INVOICING INSTRUCTIONS FOR SERVICES USING WIDE AREA
WORK FLOW (WAWF) (APR 2009) (SPAWAR)

(a) Invoices for services rendered under this contract shall be submitied electronically through the
Wide Area Work Flow-Receipt and Acceptance (WAWF). The contractor shall submit invoices

for payment per contract terms. The Government shall process invoices for payment per contract terms,

(b) The vendor shali have their Cage Code activated by calling 1-866-618-5988 and selecling
option 2. Once activated, the vendor shall self-register at the WAWF website at
hitps://wawf.eb.mil Vendor training is available on the internet at https://wawftraining.eb.mil.
WAWF Vendor “Quick Reference” Guides are located at the following web site:

htep:Hacquisition,navy.milfrda/home/acquisition_one_source/ebusiness/don_ebusiness_solutions
fwawf_overview/vendor_information '

(c) Cost back-up documentation (such as delivery receipts, labor hours & material/travel costs
etc.) shall be included and attached to the invoice in WAWF. Altachments created with any
Microsoft Office product or Adobe (.pdf files) is attachable to the invoice in WAWE, The total
size limit for files per invoice is 5 mepabytes. A separate copy shall be sent to the COR.

{d) Contractors approved by DCAA for direct billing will not process vouchers through DCAA,
but may submit directly to DFAS. Vendors MUST still provide a copy of the invoice and any
applicable cost back-up documentation supporting payment to the Acceptor/Contracting
Officer's Representative (COR) if applicable. Additionally, a copy of the invoice(s) and
attachment(s) at time of submission in WAWF shall also be provided to each point of contact

identified in section (G) of this clause by email. If the invoice and/or receiving report are delivered in the email as

an attachment it must be provided as a .PDF, Microsoft Office product or other mutually agreed
upon form between the Contracting Officer and vendor. '

(e) A separate invoice will be prepared no more frequently than for every two weeks. Do not
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combine the paytment claims for services provided under this contract.

(f) The following information Is provided for completion and routing of the invoice in WAWF:

Cost Type Orders Fixed Price Orders
WAWF Invoice Type Cost Voucher 2-N-1 (Services Only)
Issuing Office DODAAC N65236 N65236
Admin DODAAC: S3915A S3915A
Inspector DODAAC (if N65236 N65236
applicable)
Acceptor DODAAC: N65236 N65236
LPO DODAAC: N65236 N65236
DCAA Auditor DODAAC: HAA310 HAA310
Service Approver DODAAC N65236 N65236
Pat DODAAC HQ0337 HQ0337

{g) After submitting the document(s) to WAWE, click on “Send More Email Notifications” and add the
acceptor/receiver email addresses noted below in the email address blocks. The contractor shall, at a minimum,
include the COR, Receiver, and Acceptor. This additional notification to the government is necessary to ensure
that the acceptor/receiver is aware that the invoice documents have been submitted into WAWF:

Send Additional Email Notification(s) to:

[ o®) b 843-218{0)6)] (b)(6) _ @navy.mii

LIMITATION OF LIABILITY — INCREMENTAL FUNDING (89 JUL)

This delivery order is incrementally funded and the amount currently available for payment hereunder is limited to
$847,131.00 It is estimated that these funds will cover the cost of performance through 21 OCTOBER 2018.
Subject to the provision of the clause entitled "Limitation of Funds" (FAR 52.232-22) of the general provisions of
this contract, no legal liability on the part of the Government for payment in excess of $847,131.06 shall arise
unless additional funds are made available and are incorporated as a modification to the delivery order.

Previously .
CLIN Total CPFF Funded Funded This BALANCE

Ceiling ‘ Obligation Action UNFUNDED

4001
4101
4102
4103
4104
4105
4106 (b)(4)
4107
4108
4109
4110
5001
5101
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5102
5103
5104
5105
5106 (b)(4)
5107
5108
5109
5110

Accounting Data

SLINID PR Numbexr . Amcunt
410301 1300685185 @ 1
LLA :

AC 1781810 M2T4 251 00039 0 050120 2D 000000 A30004305858

ACRN:AC :

COST CODE:A30004305958
NWA/BS#:BS-001719.0301010101

410601 1300685185 Co@ ]

LLA .

AZ 1781804 5RZ3 251 00039 0 050120 2D 00C000 AODCO4305958
Standard Number: NOOGL9LBWX02850

ACRN:AA

COST CCDE:A0G004305958

DOCH : NO01918WX02850

MWA/BSH:100001339631-0010

410602 1300685185 . [:ZEﬁZI:]

LIb

AB 1781804 5RZ3 251 00039 0 050120 2D 000CH0 ALODG4305958
Standard Numbexr: N0C1918WX02850

ACRN:AB

COST CODE:A10004305958

DOCH : N001918WX02850

RASE Funding
Cuomulative Punding
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SECTION J LIST OF ATTACHMENTS

QASP

CDRLS Portfolio






